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2. XAPAKTEPUCTUKMU

» NHTEP®EWNCHI

Video HDMI 2.0 x 2. Ucnonb3yeTcs oguH n3 Beixogos HDMI unn USB Type-C (DP1.4)
Audio Lincpposon crepeo (HDMI / DisplayPort), AHanoroBblin nuHenHbi ctepeo (3.5 mm)
Cetb 1Gb LAN RJ-45 Jack (Realtek RTL8111H)
uSB USB3.0 (2x USB3.2 Gen 2=10Gbps, 1x USB3.1 Gen 1=5Gbps),
USB Type-C (1x USB3.1 Gen 1=5Gbps)
MocnepoBaTenbHbIN Yepes USB
nopt
MuTtanne 12 — 18VDC 4yepe3 USB Type-C. Nogaepxmeaetcsa npotokon PD3.0.
BIM 12V/2A B KOMNMEKTe C yCTPOMCTBOM.
= OUCTEWN, MPOEKTOPLI, CBETOOANOOHBIE SKPAHDbI
4K (4096x2160@60fps), UHD (3840x2160@60fps), 1080p
PaspelueHve (1920x1080@60fps), NMonb3oaTenbckoe pa3pelueHne B npegenax 4096x2160px (¢
annapatHoMn nuueHaunen Systems)
YnpasneHue HDMI-CEC, DisplayPort, serial port, REST, Telnet
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Pa3mep

Bec

OHepronoTpebneHne

Ycnoswus akcnnyatauum
N XpaHeHus

OlMNEPALMOHHBIE XAPAKTEPUCTUKU

131Mm / 81mm / 18,3MMm

Bec nneepa 211 rpamm. Bec nneepa ¢ 6nokom nutaHus B kopobke — 450 rpamm.

24W

Temnepartypa akcnnyatauuu: ot 0 go 30°C, Temnepatypa xpaHeHus: ot -10 go 50°C,
BNa)XHocTb: oT 35% no 80% 6e3 koHaeHcaTa

Ynakoska KapToHHas kopobka. BHyTpu megnanneep, 3akpenneHHbIn Mexay 3alumMTHbIMU BCTaBKaMu.
lapaHTHA 3 roga, ¢ BO3MOXXHOCTbIO pacluMpeHus fo 5 net. PeMoHT B npeacTtasutenscree B Mockse
unu Ha 3asoge B ArmMartbl.
Komnnekraums Megwnanneep, 6nok NUTaHWA, KpenneHne Ha CTeHy UM MOHUTOP
= TEXHOJIOIMA
KOoMMoHeHTbI Bce KOMNOHEeHTbI — NPOMBILLINEHHOrO Knacca, Ansa pabotsl 24/7.
Het aBvxyLmnxcs yacten (BEHTUNATOPbLI, BUHYECTEPbI), NACCUBHOE OXNaXAeHue.
Mpoueccop Intel® Celeron® N5105 | 2GHz with 2.9GHz Burst | 4 Core - 4 Thread | 4MB Cache | 10W
Mamatb 4GB Soldered LPDDR4x-2933 MHz SODIMMs
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XpaHeHue gaHHbIX

Anpo

CTpyKTypa KOHTEHTa

AHnmaums

TekcT

A3bIK KOHTEHTA

CkpunThbl

BHellHne aaHHble

BcTpoeHHble Yackl Real

time clock

HTMLS5 rendering

YnpasneHue
BOCMNPOU3BELEHNEM

YnaneHHoe ynpasrneHune
nneepom

BcTtpoeHHbIi HakonuTenb 64GB Soldered eMMC. Yepes USB — ntobble BHELLHWE ONCKM U
donew Hakonutenun, o6bémom ao 8TB. Bo3amMoXHO uUcnonb3oBaHMe nneepa B
KINUEHT-CEPBEPHOIN apXUTEKTYpPE, C LIeHTpanu3oBaHHbIM XpaHEHUEM UK NOAKaYKOW
OaHHbIX.

DSOS ™ provided by SpinetiX.
HocTyn gns mogudmkaumm, nepeycTaHoBKWU, HAaCTPOWKM Sapa — OTCYTCTBYET.

CnoeBas (noboe Komn-Bo CroeB), COCTaBHbIe MakeTbl, NNeNnMCTbl, KaneHgapu.
BubnunoTeka: BuOXeTbl, napcepsbl, gata/Bpemsi, UHTepakTus 1 gp. Mynstu
BMAEOAEKOANPOBaHNE.

AnnapatHas aHnmaumsa n 3 deKTbl

BeKTOpHbIN TEKCT, 3arpy3ka nosib3oBaTerbCKUX LPUADTOB

SVG Tiny 1.2+, HTMLS (html5 test score 528 n3 555).

JavaScript (ECMAScript 5), jSignage™ u npoussogHbie 6ubnuortekn, WebStorage,
XMLHttpRequest

AJAX, REST, HTTP/HTTPS ¢ nonb3oBaTenbckumu ceptudukatamm nnm SRP, raw
TCP/UDP

To4HOCTb 1 MUHYTa B MecsiL|, aBTOMaTU4YeCcKast CUHXPOHU3aLMsA NpU HannymMm AocTtyna B
nHtepHeT (NTP), Supercap backup (30 gHen).

Full frame 60fps

Mpu Hannuum nuuenanm Systems: REST, Telnet, Serial, raw TCP/UDP. MepekntoyeHune
KOHTEHTa C MOMOLLbO BHELLHKX yCTpoicTB (Crestron, AMX 1 T.1n.), Be6 CTpaHuL, Cyxmx
KOHTAKTOB (HY>XHbl AOMONHUTENBHOE 0GOpYAOBaHME W NPOrPaMMHbIN KOZ)

Built-in HTTP server, HTTPS with custom certificates, RPC
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MoHUTOpUHI SNMP, RPC, YnpouieHHbin web monitoring, CepBucel MOHUTOPUHIa

BesonacHocTb Secure Boot, otcytctBue nokansHoro goctyna k OC u cuctemHomy MO, BIOS un
3arpys4uky, wndposaHne OC c nomowybio TPM, 3awwmTta obHoBneHun Intel™ Boot Guard,
KpunTtorpaduyeckas nognmucb 06HOBNEHNI, NOAKMIOYEHME YCTPONCTB BBOAA-BbIBOAA HE
BMMSIET HA AOCTYM K HACTpOMKam cucTeMbl, (OU3NYECKMIN OOCTYN K Nreepy He faeT
BO3MOXXHOCTUN MEPEHACTPONKUN U NOAMEHbI KOHTEHTA

BoccraHoBneHne O6nacTb BoccTaHoBMeHus, beaonacHbin pexunm, KoHComnb BOCCTaHOBNEHNS Y
nepenpoLUBKK.

= OOPMATbI MEOVA

MN3o6paxkeHus JPEG, PNG, GIF, SVG
dopmatbl Meana MPG, MP4, M4V, M4A, MOV, MKV, MKA, WMV, WMA, AVI, VOB, TS, MP3, AAC, WAV
Bupgeo koageku Multi-video decoding, 4K60p, H.264/MPEG-4 AVC: HP@L5.2, H.265/MPEG-H HEVC: L5.1,

MPEG-2: MP@HL, MPEG-4: ASP, WM9/VC-1: AP@L3, MJPEG

Ayauo koaeku AAC-LC, HE-AAC, MPEG Layer I, II, Il (MP3), WMAv2, AC3

YTeHne aaHHbIX RSS, ICS, CSV, TXT, XML, JSON, cobcTBEHHbIE AaHHbIe.

= [YBIIMKAUNA KOHTEHTA

Mpunoxexne MO SpinetiX Elementi. MoxHo ncnonb3osatb npun Hannunm nuueHsum Widgets, Kiosk nnu
Systems. LieHTpanu3oBaHHas paboTa ¢ KOHTEHTOM C LUMPOKMMMW BO3MOXHOCTSIMM, B T.4.
CMNOXHble CLEeHapun, NPporpaMMUpPoOBaHNE U BULXKETHI.
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Pa6ora 6e3
penakTopoB SpinetiX

3arpyska KOHTeHTa

[MOKOCTb KOHTEHTa

BHellHWe aaHHble

dopmaTbl 4aHHbIX

Peannsyetcsa nytem aBToMaTv3aLmMm NpoLIECCOB NOMyYeHUst KOHTEHTa NneepamMm n3
pa3nnyYHbIX MCTOYHUKOB. KnNneHT-cepBepHas TEXHOMOIMS, MapPCUHT AaHHbIX, UCMONb30BaHNe
ceTeBbIX XpaHWUnuLL, NoAcTaHoOBKa 3HaveHust, data driven content, machine-to-machine
communication.

= JIMUEH3UN N BOSMOXHOCTU

Widgets Kiosk Systems

MO Elementi npsamas n otnoxeHHas nybnvkaums, MNnaHnpoBLUYK NONYyYEHNst KOHTEHTa, KIMEHT-cepBep
playback

Bce Drag&drop, crnoeBasi CTPyKTypa, BCTPOEHHbIN NPOCMOTPLUNK — 30Ha BU3yanbHOro NPOEeKTUPOBaHMUS,
TOYHOE pacnucaHue AN NiobbiX 3NEMEHTOB, MaKeTbI, MNENNNCTLI, aBTO pacnpeaenexHve n
macLuTabupoBaHue, adhdeKTbl, aHUMaLMS, NAPCUHT aHHbIX, aBTOMaTU3aLmMa N UHTEPaKTUB

250 BnAXeToB-KOHCTPYKTOPOB. [MprMep: Yackl, Aatbl, 6eryLne cTpoku, ranepeu, rpaduky, ykasatenu.
[ocTyn K AaHHbIM 1 NOCTPOEHUE BUAXKETOB C Ucnonb3oBaHvem raw data (XML, JSON, CSV, TXT, RSS)

JPEG, PNG, GIF, SVG, MPG, MP4, M4V, M4A, MOV, MKV, MKA, WMV, WMA, AVI, VOB, TS, MP3, AAC,
WAV

BuaeoBbixon 16:9, 9:16, 16:10, 10:16, 4:3, 3:4 JTio6oe nonb3oBaTenbckoe
Mpo3payHocTb PNG, MP4 Alpha channel
PacnucaHue, MocnoliHoe nnaHnpoBaHue ntboro obbekTa (BU3yanbHOro, ayamo, KoMaHabl)
nnaHvpoBaHne
WHTepakTms MHTepakTuB Ha BCTPOEHHOM MHTepakTuB Ha BCTpoeHHoM aBwxkke SpinetiX nnm HTMLS5,
asuvxke SpinetiX unu Ha API. MiHTerpaums co cMexHbIM obopyaoBaH/eMm,
HTML5 yrnpaBsrieHne KOHTEHTOM Yepes KOMaHAbI.
HTML5 OnTumMmu3npoBaHHoe Bocnpou3segeHne HTML5 B nonHom paspelueHun Ha 60 kagpax B
ceKkyHay
INoTokoBoe BMaeo RTSP, RTP, UDP Multicast/Unitast
Web streaming yepe3 HTML5 cnow. Streaming
COBCTBEHHOrO KOHTEHTa B CETb.
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CuHXpoHM3aumns Jioboe kon-Bo ycTpoicTB. HenpepbiBHas cuHXpoHusaums 1
YCTPOWCTB, Kaap
BMOEOCTEHbI

JInueHsnst ARYA BkntodeHa B 6a3oByto komnnektaumto nneepa. Jinuersun Widgets, Kiosk, Systems npuobpetatotcs otaensHo.

Kaxpgas cnegytowas nuueH3ns BknodaeT B cebs npeapigylime. Widgets Bknovaet B cebs ARYA. Kiosk BkntoyaeT B cebst ARYA n
Widgets. Systems BkntouaeT B cebs ARYA, Widgets n Kiosk.

Onsa pa6otel ¢ MO Elementi Tpebyetca Hanuume nobow annapatHon nuueHsun: Widgets, Kiosk, Systems.

[apaHTWA OencTByEeT N0 CEPUNHOMY HOMEpPY YCTPOMCTBA.

[MpeacraBuTenbCTBO, NAapTHEPCKas NporpaMmma, TexHnyeckas nogaepxka: http://www.dstools.ru | info@dstools.ru | +7 495 669 37 47
CtpaHa npoucxoxaeHusa npogykta: Pecnybnvka KasaxctaH

Mpoussogutens: TOO «Billboardvideo Engineering»: https://billboardvideo.com | info@billboardvideo.com
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3. HAYANO PABOTDI

3.1 MoaknioyeHue Kabenen

Mepen NOOKMHOYEHNEM PEKOMEHAYETCS OTKMIOUUTL YCTPOUCTBO OT SNEKTPONUTAHUS.

LWar 1. MoagkntoyeHne 3KpaHa
[na nogkntodeHus Tpebyetca akpaH ¢ noptom HDMI / DP tun A (female) n HDMI kabenb (He BXoauT B
KOMMMEKT).

1. Mogkntounte oguH u3 pasbemoB HDMI kabens k nopty HDMI Ha ycTponcTBe;

2. Topgkntounte gpyron pasbem HDMI kabensa k HDMI nopTy akpaHa.

Lar 2. MogkntovyeHne NokKanbHOM CeTH
Tpebyetcsa kabenb Ethernet (RJ45) (He BXOAWUT B KOMMIMEKT).
1. TMopgkntounTte oanH 13 pasbemoB Ethernet kabens k ycTponcTay
2. TMopgknioumTe gpyron pasbem Ethernet kabens k ceteBomy nopTty (MapLLpyTM3aTop, KOMMYTATOp) UK K
KoMMbloTepy (NpsiMoe nogkntodeHune). B cnyyae npsiMOro nogkmoveHns K KOMNbIOTepy MCNonb3ynte
kabenb Ethernet crossover, ecnu komnetoTep He nogaepxusaeT Gigabit Ethernet.

BHumaHue. YcTpoKicTBa He nogaepXkueatoT nepegady anektponutanve no Ethernet (POE), noatomy nsberante
NOOoro HanpsKeHWs Mo CeTeBOMY kabernto.

LWar 3. NMoakntoyeHne aneKTponuTaHus

YCTPONCTBO NOCTABMAETCA C BIOKOM NUTaHWA U kabenem Anst NOAKITHYEHNS K CETU 3NEKTPONUTaHUS.
1. TMogkntounTe Kkabenb OoT Brioka NUTaHMs K pasbeMy Ha ycTpouncTee (type - ¢);
2. Togkniounte kabenb anekTponuTaHua Kk 6roky NUTaHus;
3. TMopgknioumTe Kabernb aNeKTPONUTaHUSA K PO3ETKE.

3.2 3arpy3ka

Mpun BKNIOYEHUN YCTPONCTBA AOMKEH 3aropeTbCs CBETOANOAHBIN UHOUKATOP, 3TO O3HAYaEeT, YTO YCTPOMCTBO
MOAKITKOYEHO K 3NEKTPONMMTAHMIO 1 HA4aT npouecc 3arpy3kn. Bo Bpemsi 3arpyskun Ha akpaHe oTobpaxaeTcs
3acTaBka, cHavana B paspelueHumn 640480, ganee B pa3peLLeHUn aKpaHa.
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e B cnyuae, ecnn cBeTOAMOOHbIN NHOANKATOP HE CBETUTCH, TO BO3MOXHO, YTO OrTIOK MUTaHUS HEUCMPaBEH.
3ameHuTe Bnok NuTaHns oT Apyroro yctporctea SpinetiX. BHMMaHMue: He UCnornb3ynTe CTOPOHHNE
OnoKN NUTaHuS.

e FEcnu oguH n3 cBeToanoaHbIX MHAMKATOPOB CBETUTCS KPACHbBIM LIBETOM (C MUraHmem unu 6e3s), To
obpatutechb K pasgeny MHaMKauum cBETOOUOO0B.

e Ecnu HeT n3obpaxeHus Ha aKkpaHe, TO U3yunTe pasgen peLlleHnst Npobnem.

3.3 [lepBoHavanbHaa HacTpoOMKa YCTpPOMUCTBA

1. Tlo oKoHYaHWK 3arpy3ku yCTponcTBa oTobpasnTCs aKpaHHbIM MacTep ¢ Haanueblo: «HaxmuTe cuHio
KHOMKY OOMH pa3» Ha pasnuyHbIX a3blkax. Ecnu otobpaxaerca Haanueb «Plug the network cable»
(MoakntoumTe ceTeBow kabenb), TO OTCYTCTBYET AOCTYN K CETU. N3yunTe pasgen pelleHus npobnem.

2. KpaTKko HaXXMUTe CUHIOI KHOMKY Ars oTODpaxeHUst agpeca yCTPOMCTBA, Ha 3KpaHe 0TobpassiTcs Bce
agpeca ycTpomncTtea U Hagnuck « Type this address in your browser» (BBeguTe aToT agpec B CBOeM
Opay3sepe). Takke otobpaxaercs QR kog 4ns nony4YeHusa 4ocTyna ¢ MOOBUNbHBIX YCTPONCTB.

3. Beegute ogvH 13 yKasaHHbIX agpecoB B CBOeM bpaysepe.

4. Cnepgywnte MHCTPYKUMSAM YKa3aHHbIX B MacTepe KoHurypaumm.

5. [lepesarpyaute yCTPONCTBO NOCIE OKOHYaHUSI HACTPOMNKMN.
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4. MACTEP HACTPOWMKHU

4.1 BBepeHue

MacTtep HacTpoWnKu npegHasHayveH ans Toro, YTobbl MOMOYb NOMb30BaTEN0 NPOBECTM NEPBOHAYanbHYy
HaCTPOWKy ycTponcTea. [JaHHbIN MacTep OOCTYMNEH 1 3amnycKaeTcs aBTOMaTUYECKN, €CNN YCTPONCTBO He Obin
paHee HacTpoeHo, BbINo cOpPOLLEHO A0 3aBOACKMX HACcTpoek unm firmware 6b1n nepeycTaHoOBNEH U3 KOHCOMNU
BOCCTaHOBIEHMS.

e OTO €OQUHCTBEHHbIV Cry4van, koraa He TpebyeTcs naponb AN NOAKIYEHUS K YCTPOWCTBY.

e MacTep HacTpOWMKN MOXET ObITb 3anyLLeH BPYYHYHO M JOMALUHEN CTpaHuupbl LieHTpa ynpaBneHus.

4.2 llarm

MacTep HacTpoWkM COCTOUT 13 4 LaroB.

NpeHTudmnkaumusa
LLlar HacTponkn naeHTugrKauum no3BonsieT HaCTPOUTb MMS YCTPOMCTBA.
e [lo ymOnyaHuio MMEHEM YCTPONCTBA YCTAHOBIMEH Er0 CEPUNHbIA HOMEP, UMS MOXET CoAepXaTb TOINbKO
ASCII, nogyepkmBaHusa 1 gedumcel. He gonyckaetcs ncnonb3oBaHe Nnpobenos.
[Mocne HacTpoWKM MMeHU MMsT OToBpaXkaeTcs Ha CTpaHWLE BXo4a B IEBON CTOPOHE BEPXHEro MeHH. NMs Takke
oTobpaxaetcs B cnmcke ycTponcTs Elementi n B nokanbHowm ceTu no npotokony Bonjour.

Configuration Wizard

ety Device Name

00ce39d269c5

OkpaH
[laHHbIM War no3BoNnsieT HAaCTPOMTbL NapaMeTpbl BUOeOCUMrHana Ha Bawem ycTponctee. B mactepe HacTpoek
npeanarakTcs crieqyowme BapmaHThl:
e [Ins EBponewicknx, A3natckux n AGQprUKaHCKMUX CTpaH:
o Ultra HD: 2160p 50Hz
o FullHD: 1080p 50Hz
o HD Ready: 720p 50 Hz
e [Ina CWA, Kanagbl, Bpasunun, Caynosckon ApaBum 1 eLlle HEKOTOPbIM CTpaHaM:
o Ultra HD: 2160p 60Hz
o FullHD: 1080p 60Hz
o HD Ready: 720p 60Hz
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Tarkke [OCTyNHa HacTponKa BEPTUKANIbHON U rOPU30OHTaNbHON OPUEHTALMM SKpaHa.

Configuration Wizard

Identity Display settings

Display 4K UHD 60Hz (HDMI 2)
Screen orientation

Horizontal

Video Output Selector

Right HDMI

YacoBasi 30Ha

[aHHbIN Wwar no3BonsieT HAaCTPOUTb YACOBYH) 30HY.

YacoBble 30Hbl OTCOPTUPOBaHLI MO KOHTUHEHTAM, HO B MOMCKE MOXXHO BBECTM Ha3BaHME ropoaa,
COOTBETCTBYIOLLEE BalLEeN YacOBOW 30He.

Configuration Wizard

Identity Time Zone

Display (UTC +03:00) Pocerns / Moscow

Time Zone

Maponb agMuHUcTpaTopa

[MocnenHuin Wwar MmacTtepa HAaCTPOWMKM NO3BOSSIET HA YCTPOMCTBE 3aaTb Naporib Nonb3oBartens ‘admin’.
Monb3oBaTenb ‘admin’ anseTca oba3aTenbHbIM U 3a4aH MO YMOMYaHUIo.

PekomeHayeTcsa cmeHa napons no npuymMHam 6e3onacHocTu (Mo yMOMYaHUIo YyCTaHOoBIEH Naporb ‘admin’).
Bo3MOXHO co3gaHvne OONOMHUTENbHbIX NONb30BaTeNen C yce4eHHbIMU NpaBamMm JocTyna.

BHumaHue: nocrnegHuii Wwar mactepa HacTPOMKM He OToBpaXkaeTcs, eCnn MacTep HaCcTPOWKKM Obin 3anyLueH
BPYYHY!HO.
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Bxop
Mo 3aBepweHnto paboTbl MacTepa HACTPOWKM YCTPOWCTBO aBTOMAaTMYECKW nepesarpys3ntca n B Bpaysepe
NOSIBMTCS OKHO BXoAa.

e msA nonb3osaTens no ymonyaHuo ‘admin’

e Heobxooumo vcnonb3oBaTh Naporib, yKasdaHHbIN B MacTepe HAacCTpOrKnU. Ecnv no kakmm-nmbo npudmHam

naponb He 6bin 3agaH, No MCNonb3yeTcs Naposib No yMonvaHuo ‘admin’.

Mocrne Bxoga Bbl aBTOMaTu4yeckn OyAeTe nepeHanpaeBneHbl Ha cTpaHuuy LleHTpa ynpaBnenuss unu Ha
JOMaLLHIOK CTpaHuLy YCTPOMCTBA (B 3aBUCUMOCTM OT MpaB 4OCTyna).

¥ 001d502002cb

Lagin
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5.  LEeHTtP ynraBneHusa (CoNTROL CENTER)

5.1 OnwucaHwue

LleHTp ynpaBneHus $BRASETCA MOMb30BaTENbLCKUM Web-uHTepdencom un  ucnonb3yerca Ans  nNpsmoro
B3aUMOZENCTBUS C YCTPOMCTBOM ANs YNpaBneHust HacTpolkamu M 3anpoca WHdopmaumm 06 ycTponcTse.
LleHTp ynpaBneHusa paboTtaet Ha BCTpoeHHOM B ycTponctBo HTTP cepeepe n goctyneH no nopty 80 us noboro
Bpaysepa.

Ona poctyna k uHTepdency LleHTpa ynpaBneHus noaknountTech K web nHTepeincy ycTponcTea n HaxxmmTe Ha
3HAYOK LLIECTEPEHKN B BEPXHEM MEHIO.

5.2 MeHO

C neBon cTopoHbl UHTepdenca LleHTpa ynpaBneHMs HaxoAUTCA MEHK CO CMIMCKOM pasgenoB LleHTpa
yrpaBneHusl.

e Control Center (LeHTp ynpaBnenusi). 3TOT NyHKT OTKpbIBAET [OOMALLHIO CTpaHuuy LleHTtpa
yrnpaBneHusl.

e System (Cuctema). [laHHbIN MYHKT COOEPXUT CCbISIKM HA CUCTEMHbIE HAaCTPOWMKM, KOTOPbLIE MO3BOMSAOT
co3gaBaTb pe3epBHblE KOMWM HACTPOEK M BOCCTaHaBMMBaTb MX (UMSA yCTpPOMCTBa, BpeMs W gara,
TemnepaTypa OTKMYEHUS, Naponu 1 Npasa JocTyna).

e Display & Audio (3kpaH n 3ByK). [laHHbIA NYHKT COQEPXKMT CCbINKM HA HACTPOWMKN 3KpaHa v 3ByKa.

e Network (CeTb). [JaHHbIN NYHKT COOEPXUT CCbINKM Ha CETEBbIE HAaCTPOWKK, NO3BOMNSIOLLME HACTpanBaTb
Takve napametpsbl kak: IP, Proxy, SNMP, ceptudukatel HTTPS u 1.4.

e Content (KoHTeHT). [aHHbIA NYHKT COOEPXWUT CCbINIKM Ha HACTPOWKW, CBSA3AHHbIE C KOHTEHTOM,
Nno3BorsioLLMe 3a4aBaTh pacnucaHne oOHOBMEHUN, «KUBbLIE» UCTOYHMKK, 3acTaBKy (OTOOpaXkaemyio BO
BPEMS 3arpy3ku 1 BbIKIMOYEHUS).

e Peripherals (Mepundepwns). OaHHbIA NYHKT COOAEPXWUT CCbIMKM Ha HACTPOWKU BHELUHUX YCTPOWCTB U
HacTpoWku noptoB RS232 n USB.

e Advanced Application (PacwumpeHHble BO3MOXHOCTW). [aHHbIA MYHKT COOEPXXUT CCbINIKM Ha HACTPOWKM,
Nno3BOndALWNE U3MEHATb MNapamMeTpbl AN WHTEePaKTMBHOMO B3auMoaencTBus, cetesoro AP,
MHOroakpaHHocTn (¢ annapatHon nuueHanen SYSTEMS), NTP, notokoBoro BuMaeo, OGHOBMEHMS
firmware, RPC u T.N.

e Operations (O6cnyxuBaHue). [aHHbIA MYHKT COOEPXUT CCbIIKM Ha HACTPOWKKU, CBSA3aHHbIE C
obcnyxMBaHMeM yCTPOMCTBA, Takne Kak: obHoBneHue Firmware, nepesanyck/BbIKMO4eHNe yCTPONCTBA,
pexvM BOCCTaHOBIEHWs,, COPOC Ha HaCTPOWKW MO YMOMYaHWIO UMW  3aBOACKME HaCTPOWKMK,
dhopmaTnpoBaHMe XpaHunuLLa, O4MCTKa AaHHbIX Ha YCTPOMCTBE, CO3haHue oTYeTa U T.0.

e Logs (KypHanbl), [JaHHbIA MYHKT COOEPXMUT CCbINKM ANs NPOCMOTPa/CKauMmBaHUA XypHanoB paboTbl
YCTPOWCTBA.

e About (O6 yctponctse). [JaHHbI MYyHKT COOEPXWUT MHOpPMaUUO O NULEH3MPOBAHUM U aBTOPCKMX
npa.ax.

5.3 [OomawHAAa cTpaHMua

[omalluHsAs cTpaHuua UeHTpa ynpaBeHns COOepKUT OCHOBHYH MHGOpMaLUuio 06 yCTPOCTBE: cTaTyc, TekyLuue
HacTPOWiKM, CHUMOK M306paxeHusi oTobpaxkaemoe Ha 9KpaH YCTPOMCTBOM, GbICTpble CCbINKU Ha 0BCryKunBaHme
ycTpoiicTBa. B neBoit yactu otobpaxkaeTcs MeHo ¢ AOCTYNOM K ApPYrMM pasgenam LeHTpa ynpaBreHus.

5.3.1 CraTyc ycTponctBa

[aHHbI pasgen cogepXuT NoroTmn YCTPOWCTBA, Tekylime aaty n Bpemsi, 6 MHOpMaLNOHHbBIX pasgenos (npu
Ha)kaTun Ha KOTOpble MOXHO MONy4nTb 6onee NogpobHy MHopMaLnIO):
e Up time. Bpems paboTbl ycTponcTBa nocne 3anycka
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CPU Load. Tekywas 3arpy3ka npoueccopa. [lpy HaxaTum MOXHO MOMYYUTb pPacCLUMPEHHYH
MH(OpMaLMIO O 3arpy3ke npoLeccopa u Nponyckax kagpos.

Storage. Tekywasa nHdopmMmaumsi 0 COCTOSSHUN BHYTPEHHENO XpaHuuLLa YCTPOMCTBRA.

Display. Tekywuin ctaTyc akpaHa.

Network. Ctatyc ceteBoro nogkntoveHusi. OTMeTka B Buae BOCKNMLATENBHOMO 3Haka oTobpaxaeTtcs B
crnydyae npobnem c ceteBbiM JocTynoM. [lpy HaxaTum MOXHO nonyyntb 6ornee noapobHyo
uHdpopmaumo: IP agpec, agpec hostname n MAC agpec.

Firmware. Tekywas Bepcus firmware (mpowwusku). OTMeTKa B BMOE BOCKIMLATENBHOIO 3HakKa
oTobOpaxaeTcsa B criydyae HeobxoammocTy obHOBNeHMs npowwmnsku. MNpu HaxaTum otobpaxaetca Gonee
noapobHasi Hpopmaunsa o6 obHoeneHun firmware.

5.3.2 TeKyLwine HaCTPOMKMN

[aHHbIN pasnen CcoaepXXuT KpaTKyto Mchopmau,mo O BaXHbIX HaCTDOIZKaX yCTpOI7ICTBa. Bo3MOXHO nameHeHue
AaHHbIX HACTPOEK C NCnornb3oBaHNEM MaCTepa HaCTpOVIKM.

5.3.3

BbiCcTpble cCbISIKN

[aHHbI pazgen no3BonsdeT NonyynTb BbICTPLIN JOCTYN K ONUMAM 06CNY>XUBaHNS:

Restore Config (BocctaHoBneHne HacTpoek). BoccTaHaBnuBaeT HACTPOWMKM U3 PE3EPBHOM KOMUW.
MoxHO wncnonb3oBaTb KOMUIO HacTpoeKk C ApYyroro yCTPOWCTBa WMM BOCCTAHOBUTL MpedbigyLive
HacTponku. [ns co3gaHne pe3epBHON KONUM HAaCTPOEK HEOBXOAMMO NepenTn B pasgen ‘System’.
Monitor with Cockpit (OTtcnexmeatb u3 cepsuca Cockpit). aHHbI NyHKT oTobOpaxaeTtcs, ecnu pabota
YyCTpONCTBa He oTcnexuBaercs M3 cepsuca Cockpit n aBnsercsa ccbinkon Ha cTpaHuuy ‘System’ ->
'Cockpit', koTopasi N03BONSET NOAKMOYNUTL YCTPONCTBO K CEPBUCY.

Monitor in Cockpit (OTcnexnBanune B cepeuce Cockpit). OTobpaxkaeTcsl, eCnum yCTpOMNCTBO MOAKITHYEHO
k cepBucy Cockpit 1 aBnsieTca cebiNkon Ha CTpaHMLy YCTPONCTBa B CEpBUCE.

Generate Report (Cosgatb otyeT). Co3gaeT oTyeT 0 paboTe ycTponcTea. Heobxoanmo ons aHanusa, B
cny4yae HeKOppPEKTHON paboThbl YCTPOMCTBA.

Restart Now (epesarpyauts). lNepesarpykaet yCTPOWUCTBO ANSA WU3MEHEHWUs HACTPOEK WUNu Opyrux
onepauun obcnyxunsaHus.

5.3.4 CHMMOK 3KpaHa

[laHHbIA pa3gen nokasbiBaeT, YTO B AaHHbLIA MOMEHT OTODpaXaeTcs Ha SKpaHe, NOAKIIOYEHHOMY K YCTPOWCTBRY.
KHonka “Refresh” obHoOBNsSieT cHMMOK ¢ oToGpakaemom Ha 3KpaHe UHpopMaLnen.
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Control Center

System

Display & Audio

Network

Content

Peripherals

Advanced Applications

Operations
Logs

About

54

MODEL FIRMWARE LICENSE SERIAL NUMBER UP TIME PLAYER TIME

DSOS 4.8.1 SYSTEMS 00ce39d269¢5 21 Minutes 19:26

CPULOAD STORAGE DISPLAY NETWORK

1% 0% NOT FOUND OK

Current Settings Snapshot
Name 00ce39d269¢5

Time zone  Europe/Moscow GMT+03:00

a

-

SPINETIX

Display settings ~ 3840x2160@60Hz

Enable ARYA Configuration Wizard

Quick Links

Restore Config Configure Cockpit

Generate Report Restart Now

Player Ready

Refresh

System (Cucrtema)

5.41 OnwucaHue
CtpaHuua System (Cuctema) cogepxuT CUCTEMHbIE HACTPOWKM YCTPOMCTBA, CrpynnNUPOBaHHbIE MO CreayoLmnmM
pasgenam:

e Configuration Backup (CosmaHue pesepBHOM Komuu HacTpoek). Cosgaer apxvBHbii Gann (7z)

cogepallmin Bce HaCTPOMKKM YCTPONCTBA ANA NoCcneayroLwero BOCCTaHOBIEHMS.

e |dentity (MigeHTUdmkaTop). HacTponka nMeHn ycTponcTea, KOTopoe Ucnonb3yeTcs Ana naeHtudmkaumm
ycTponcTBa B web nHtepdpeince n B pasgene yctponcts Elementi. ims ycTponcTBO MOXET COCTOATH U3
ASCII cumBonos, TMpe 1 NoAYEPKUBaHNS.

e Time Zone (YacoBas 30oHa). HacTpowka 4acoBOW 30HbI YCTPOWCTBA (MO YMOMYaHWIO YacoBasi 30Ha
Litopmxa). JaHHas HacTpolka BaxHa AN NNaHWpoBaHWS BOCMPOW3BEOEHUS KOHTEHTa 4Yepe3 web
nHTepdenc nnm Elementi, a Takke ons otodpaxeHust YaCoBbIX BUIXKETOB.

e Data & Time (Oata u Bpems). Buibupaetcs mexay aBroMmaTnyeckon HacTponkon no NTP unu pyyHbiM
BBOOOM AaTbl U BpEMEHM.

e Hardware Settings (Hactponkn obopygoBaHusi). HacTporika OTKI0YEHWS YCTPOMCTBA B 3aBUCUMOCTM OT
Temnepatypbl “Normal” nnmn “Maximum?”.

e Saved Passwords (CoxpaHeHHble naponu). HacTponka goctyna Kk pecypcam Ha yOoaneHHbIX cepBepax,
Tpebyowmnx ayTeHTudmkaumm.

e Cockpit (Cepsuc Cockpit). Hactpoika yctponcTtea ans MoHuTopuHra B cepsuce Cockpit.
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00ce39d269c5

Configuration Backup

No passphrase configured. Gonfiguration secrets will be encrypted with a secret key and can only be festored on this player. e

Restore Config

o
Include passwords and other secrets

Identity

" " Device Name 0002304260c5

ione. - Time Zone

Time Zone | (UTC +0:00) Focoun / Moscow

Date & Time

Automtic time from Internet (NTP)

Saved Passwords

Server URI Username Password

Orencu

nipsic

3
“

5.4.2 Hactpowuku obopyaoBaHus

B paHHOM paspgene HacTpauBaeTcs Temnepartypa OTKNIYeHUs ycTponcTBa mexay pexvmamu “Normal” un
“Maximum”.
BCTpOEHHbIN gaTynk TemnepaTtypbl OTCNEXWBAET BHYTPEHHIOK TemnepaTypy ycTponcTBa. Korga BHYTpeHHsst
TemnepaTypa YCTPOWCTBa OOCTUrAET FPaHUYHbIX YCIOBWUA, YCTPOWCTBO BLIKMIOYAETCA AN OXNaxOeHus1, koraa
BHYTPEHHSAS TemnepaTtypa MoHWXaeTca A0 paboymx 3HayeHuin, TO YCTPOMCTBO aBTOMaTuyecku Oyger
nepesarpyeHo.
HacTtpoliku TemnepaTypbl OTKITHOYEHMS YCTPONCTBA MOTYT ObITh ClEAYOLWLMMU;
e Normal (no ymonuaHuo). MakcumanbHass TemnepaTtypa pabotbl ycTtponctBa 55C/131F wu
npegHasHayeHa Ans Toro, 4ToObl MONb3oBaTeNb He NONyYnn TpaBMy NpU KacaHum Kopnyca.
e Maximum. MakcnmanbHas Temnepatypa pabotbl yctponctea 70C/158F n ncnonb3syetcsa Bo nsbexaHve
NoBpEeXAEHUsT KOMMOHEHTOB YyCTpoWcTBa. [laHHas HacTpovka peKoMeHZOBaHa Npu MCMonb30BaHUM
CMNOXHOTrO KOHTEHTa unu npun TemnepaType Bo3ayxa Boiwe 30C/86F.

5.4.3 CoxpaHeHHble naponu

HaHHbIi  pa3gen  no3BonsieT HacTpouTb [OCTYN YCTPOMCTBA K BHEWHWM pecypcam, Tpebyowum
ayTeHTudmkaumn.
[na pobaBneHns unu nameHeHUst Nnaporen BbINOMHUTE CrieayoLme Wwaru:
1. Beegute cnegytoLLyo nHopMaLmio;
a. [Mytb k cepBepy URI (Takke MOXET MCMONb30BaThLCS NOMHBINA NyTh K CepBepy, ecrniv TpebytoTcs
pasnu4yHble Napornu K pasHbiM ero pasgenam)
b. Wmsa nonb3oBatens u naponb
c. Ob6nacTtb (Heobsa3aTenbHbIN)
2. Ecnu TpebyeTca nobaBnTb HOBbIE HACTPOMKKM JOCTYNa K pecypcam, To HaxkmuTte kHonky “Add”
3. Haxmute kHonky “Apply” ons coxpaHeHUst U3BMeHEHWIA.
[na yganeHus 3anmcy HaXXMUTE UKOHKY C OpaHXXeBbIM KPECTUKOM N HaXXMUTE Ha KHorKy “Apply”.
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Control Center

System

Saved Passwords

Server URI Username Password Realm

Configuration Backup

Identity
Time Zone

Date & Time

https://c.content.center OrenburgCollege | sessevene

Saved Passwords
Apply

Cockpit

5.4.4 CepsBuc Cockpit

[aHHbI pasgen ncnonb3yeTcs Ans HAaCTPOMKN MOHUTOPUHIa paboTskl ycTponcTtea cepaucom Cockpit.
Bonee nogpobHyo MHopMaLmio MOXHO MONYy4YUTbL MO aapecy:
https://support.spinetix.com/wiki/Player monitoring in _Cockpit

5.5

AdkpaH n ayauo (Display & Audio)

5.5.1 OnwucaHue
HaHHasa ctpaHuua LleHTpa ynpasneHus no3sonsieT 3agatb napameTpbl paboTbl 3kpaHa M ayauo u COCTOUT U3
pasfenos:

e Display (OkpaH)

e Audio (Ayano)

e Power (OnekTponutaHue)

e Other (Opyroe)

5.5.2 JkpaH (Display)

[aHHbIN pa3gen coaepXuT HECKOSTbKO BO3MOXHOCTEN NO HacTPOKMKe BbIXOQHOro BugeocurHana. Ons mogenu ¢
¢ annapatHbiMn nuueHsnsmmn WIDGWTS un KIOSK poctynHa Ttombko «[llpoctasi HacTpowika» (Simple
Configuration), ons mogenu ¢ annapatHon nuueHsnen SYSTEMS goctynHel “Simple”, “Advanced” n “Custom”.

5.5.2.1 Simple Configuration ([NpocTtas HacTpownka)
Copepxurt:

Configuration type (Tun HacTpouku) (Tonbko Ansa mogenu c¢ nuueHsven SYSTEMS ). lMossonser
BbIOpaTtb Mexay “Simple”, “Advanced” u “Custom”.
Display Settings (HacTtpoviku akpaHa). [lo3Bonser BbiOpaTb TN BuAeocurHamna m3 HECKONbKMX
BapuaHTOB, pasfeneHHbIX Ha 3 KaTeropum:

o TV Screen (TB naHenb) (16:9): 720p @ 50/60Hz, 1080p @ 50/60Hz;

o  Computer Monitor (SkpaH [MK) (4:3): VGA 640x480, XGA 1024x768, SXGA+ 1400x1050;

o Wide Computer Monitor (LUnpokochopmatHein akpaH 1K) (16:10): WXGA 1280x800, WSXGA+

1680x1050.

Screen aspect ratio (CooTHowweHne cTopoH). MNMo3BONSET N3MEHUTb HACTPOMKN COOTHOLLEHUSI CTOPOH
aKkpaHa mexay 4:3, 16:9 1 16:10.
Screen orientation (OpueHTauma skpaHa). [o3BonsieT noBopadmMBaTh UMK NepeBopayYnBaTh UCXOAALLMN
BMAEOCUrHaN 1 uMeeT criegyowme BO3MOXHOCTU: Horizontal (ropn3oHTanbHbIN) — MO YMOMNYaHUIo,
Vertical CW/CCW (BeptukanbHbii), Rotate 180 ([MosopoTr Ha 180), Flip Vertical (MNepesopot no
BepTukanu), Flip Horizontal (lMepeBopoT no ropusoHTanu).
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Display & Audio Confi jon type [S\mp\e -

Display Display settings 4K UHD 60Hz (HDMI 2) -
GIED Screen orientation Horizontal -

o Video Output Selector ~ Right HOMI M

Other Apply

5.5.2.2 Advanced Configuration (PaclwmpeHHasa HacTpoika)

[laHHbIA pa3gen AOCTyNeH TONMbKO ANs YCTPONCTB ¢ annapaTHon nuueHsnen SYSTEMS

Mpn BbIGOpe TMnNa HacTtporkm Advanced pasgen “Display Settings” 3ameHsieTca pasgenom “Custom Video
Mode” (INonb3oBaTenbckmii BUOAEO pexnm), a Takke gobaendaetca onuma “HDMI display supports underscan”.
Onumm “Screen aspect ratio” n “Screen orientation” octatrorca 6e3 M3MeHeHu.

e Custom video mode (lMonb3oBaTenbckMn BuAeo pexum). [lo3BonseT HacTpoUTb BbIXOOHOMW
BMAeocurHan B dopmaTte paspeweHue@uyacmoma_obHoeneHus W3 CTaHOApPTHbIX AOCTYMHbIX
BULEOPEXMMOB.

e HDMI display supports underscan. Onuus no3BonsieT BKAYUTL/OTKMOUYNTE underscan BO3MOXHOCTb
HDMI coeauHeHunsa. YCTpoucTBa nNoadepXuBaloT AaHHyl BO3MOXHOCTb Ans HDMI nogknioyeHus,
OaHHas BO3MOXHOCTb 0603HaYaeT, YTo BCe MUKCENU n3obpaxeHus byayT oToOpaXKeHbl Ha SKpaHe.

Display & Audio

Confi ion type

[ Advanced

Display Custom video mode 3840x2160@60Hz -
Aucko Screen orientation Horizontal -

Power Video Output Selector Right HDMI v

Other Apply

5.5.2.3 lNonb3oBaTtenbckasa HacTponka (Custom configuration)

[locTynHa Tonbko Ansi YCTPOWCTB € annapaTtHon npowwunskon SYSTEMS.
Monb3oBaTenbckas HacTpPOMKa MOXOXa Ha pacCLUMPEHHYH, [MaBHbIM OT/MYMEM SIBNSETCS BO3MOXHOCTb
yKkasaHus nobbix NnapaMeTpoB BuaeocurHana ans HectaHaapTHbIX 3KPaHOB.

Display & Audio Custom -

Configuration type
Display Custom video mode 3840 2160 60 296 176 728 88 10 ++ p

Audio Screen orientation Honzontal -

Power Video Output Selector Right HDMI -

Other Apply

5.5.3 Ayawmo (Audio)

B paHHOM pasgene OOCTynHbI cregyoLlme onumm:
e Enable audio output (BkntounTb ayamo Bbixod). AKTUBUPYET WU O€aKTUBUPYET MUCXOOAWMIA ayamo
curHan.
e Target audio output (BeibpaTtb ayano Bbixoq). Ecnun ayamo curHan akTuBnpoBaH, TO NO3BONSIET BbIOpaThb
Bbixoa curHana: HDMI unu nuHelHbIn BbIXOA.
e Disable audio when screen is turned off (OTknO4YMTL ayguo ecnu BbIKITHOYEH 3KpaH).
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Display & Audio

Audio
Display
Audio Enable audio output

Power Enable Surround

Otner
Target audio output Line Out M

Volume 100
Network
Disable audio when screen is turned off

Content
Apply

5.5.4 QJnektponutaHue (Power)

[aHHbIi pazgen no3BonsAeT HaCTPOUTbL AKOHOMUIO ANEKTPONUTAHMS 9KpaHa NOCPeaCcTBOM CredyHoLmMX OnNuui:

e Enable display power management (Bkniountb ynpaBneHue anekTponutaHueMm akpaHa). Beibepute
OaHHyl0 onuuio aAng ynpaeneHus anektponutaHvem no HDMI-CEC. Korga onuusa BkNOYeHa,
YCTPOWCTBO aBTOMaTU4eckn byaeT BknoYaTh 9KpaH BO BpeMs paboTbl MO0 C y4eToM pacnucaHums.

e Use fixed schedule for display power (Mcnonb3oBaTek (hukcMpoBaHHOE pacnucaHwe Ans ynpasreHue
nUTaHWeM akpaHa). [pu BKITIOYEHHOW OMUMKU NMUTaHue akpaHa byaet ynpaensatbca no HDMI-CEC (ecrnin
aKTMBUPOBAHO U NOAAEPKMBAETCA 3KpaHOM) u/unu ¢ ucnonb3oBaHvem RS232.

Power

Enable display power management
Use fixed schedule for display power

Turn monitor ON

Turn monitor OFF

Metwork

5.5.5 [Opyroe (Other)

B paHHOM pasgene OOCTynHbl cnegyoLwme onumm:

e Overscan percentage. YkasbiBaeTca 3HadeHune Mexagy O u 5. [Nossonser BbiGpatb pasmep (B
npoueHTax) YepHon pamku, [obaBnsgemon YCTPOWCTBOM, AN KOMMEHcauuMm overscan Ha 3kpaHax,
noakntodeHHbix no HDMI. ObpesaHue M3obpaxeHne, Takke M3BEeCTHoe Kak underscan MOXeT ObITb
BbIOpaHo, koraa oTknodeHa onuusa “HDMI display supports underscan”.

e HDMI link type (Tun nogkniovyeHus HDMI). MoxeT wucnonb3oBatbcs Mpu ucnonssosaHum HDMI
nogkntoyveHus Ha DVI, ecnu aBTomatnyeckn He onpeaensieTcs.

Other
Overscan percentage 0 "
HOMI link type Aulomatic -
Apply
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5.6
5.6.1

CeTeBble HacTpouku (Network settings)

OnucaHue

Ctpanunua “Network” no3BonsieT UsMeHsTb CETEBbIE HACTPONKM YCTPOWCTBA B CriefyoLLmMxX pasgenax:

5.6.2

IP Configuration (Hactporiku IP)

HTTP Proxy

Trusted Certificates (JJoBepeHHble cepTudmKaThl)
Server Certificates (CepBepHble cepTudukarhbl)
Server Security (HacTponkn 6e3onacHocTn)
Bonjour

UPnP

Network Watchdog

SNMP

Port Security (HacTtpoiika noptoB).

IP Configuration

B maHHOM pasgerne MOXHO YBMAETb HACTPOWKK NpoTokona IP 1 nsMeHuTb ux:

DHCP (no ymonyaHuio). YCTponcTBo Mcnonb3yeT HacTponkn IP nonyyeHHble ot DHCP cepeepa. Ecnu
DHCP cepBep He HaugeH, TO YyCTpoWcTBO wucnonb3yer IP  agpec B  AvanasoHe
169.254.1.0-169.254.254.255.
Fixed IP (®ukcuposaHHbIn IP). MNonb3oBatens MoOXeT 3agatb cBou HacTponku IP. Hactporkn Address u
Netmask aBnsiotca obszatenbHbiMu, Gateway u DNS moryT 6bITb HACTpOEHbI A5 AOCTYNa B MHTEPHET
M 4ocTyna K ApyrmMm pecypcam.

IP Configuration

Current Settings

5.6.3

Configuration DHCP il

Apply

HTTP Proxy

B paHHOM pasgene MOXHO HacTpouTb ucronb3oBaHne HTTP npokcu, ncnonb3yemMoro yCTPOWCTBOM [Afis
poctyna B MIHTepHeT, ons aToro HeobxoauMOo BbIMOMHUTL CrEAYoLLNE Laru:;

1

Bkntounte onumto “Use Proxy”;

2. Beegute nwvsa cepsepa (6e3 http B agpece) n nopr;

3. BknounTte/oTkNIOMNTE UTHOPUPOBAHME NPOKCKU cepBepa AN NoKanbHbIX agpecos.

4. BseguTe uMMsa nonb3oBaTens M naponb AN MNPOKCU cepBepa (YCTponcTBa MNOAAEPXKUBAIOT TOMbKO

ayTeHTUdmkaumo Tuna basic u digest).
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HTTP Proxy

Use Proxy

Server
Port

Bypass proxy server for local addresses
Username

Password

5.6.4 [oBepeHHble cepTucpukartol (Trusted Certificates)

[oBepeHHble cepTudUKaTbl MCMONb3YHTCSA ANS NPOBEPKM MOAJSIMHHOCTU cepBepa, K KOTopbiM Obpaliaetcs
yCTpPOMCTBO MO 3awmweHHomy HTTP (https). B ycTpomcTBO u3HauyanbHO YyCTaHoBfeHa 6a3a KOPHEBbIX
ceptTudmkaTtoB OT NyOnMYHbIX CepBUCOB (aHanmorm4yHo web Opaysepam). Ecnu B xypHamnbHbIX dannax
nosiensetca 3anucb o6 owmnbke “Server certificate verification failed: issuer is not trusted”, To Heobxoanmo
YCTaHOBUTbL OAONONTHUTENbHbIE JOBEPEHHbIE CepTI/ICbI/IKaTbI.

[aHHbIi pasgen nossonsieT 3arpy3nTb AOMNOMHUTENbHbIE KOPHEBbLIE cepTudMKaTbl, KOTOPbIM ByAeT AOBepsATb
YCTPOMCTBO, a Takke BO3MOXHO BKIOYeHMe/OTKNoYeHe nposepku Been Lenodkm HTTPS ceptudumkaTos.

e [1nsa 3arpy3ku JONOMHUTENbHBLIX KOPHEBLIX cepTudumkaToB HaxmuTe kHonky “Add Trusted Certificates” n
BblOepuTe haiin ¢ cepTudukaTom.

e [1na npocmoTpa nHdopmMaLmm o cepTudurkaTe HaxmmTe KHomky “I”.

e KopHeBoW cepTudmkart akTMBHOIO CEPBEPHOTNO cepTudmkaTa aBTomaTmdeckn Job6aBUTCS B 3TOT CMIMCOK.

BHumaHue! OrtkntovueHme nonHon npoeepkn HTTPS ceptudumkatoB genaet HTTPS nogknioyeHne He
BesonacHbIM.

Trusted Certificates
hese are the addibonal, user uploaded, certficates used to verify secure connections through HTTPS

Name Issuer Serial Number Infio Delete

spa-hmp-001d50200011 spe-hmp-001d50200011 DOcBEDE1XEDNELBEDATY i

Add Trusted Centificates
Enable ull verification of HTTPS certificates

Apply

5.6.5 CepBepHble cepTucdukarbl (Server Certificates)

CepBepHble cepTMdUKaTbl UCNOMb3YHTCA OMS CO30aHUS 3alULIEHHBIX COEAMHEHUM K BCTPOEHHOMY web
cepBepy AOns NogknodeHns Kk web umHTepdpency yctponcTBa u3 6Gpaysepa n nybnukaumm koHTeHTa. [pu
3arpy3ske HeCKOMbKNX CEPTUMKATOB MOXET UCNONb30BATLCA TOMbKO OAMH.

Insa nobasnenns cepeepHoro HTTP cepTudmkarta BeINOMHUTE cnegyowme waru:
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Haxmunte Ha kHorky “Add Server Certificate”. Otobpasutca mactep gobasneHus.
Beegute ums ceptudpmkarta n Haxmmte kHomnky “Next”

Bbibepute dhopmat ceptudukara: “PEM” unm “PCKS#12”;

Haxmunte Ha kHonky “Select File” ons 3arpysku danna ceptucumkara.

a. Ecnu BbibpaH dopmat “PEM”, TO HeobxoouMmo 3arpysuTb CepTUMKAT, 3aKpbITbIA KMAOY U,
ONuUUOHanbLHO, LenoYvky cepTtudukatoB. Ho Takke MOXHO 3arpy3antb komnnekt pfx/p12
coaepxalimi Bcé Heobxoammoe

b. Lenoyka cepTudmkaTtoB coOepXUT BCe cepTUdMKaTbl OT TeKyllero A0 KOPHEBOro. 3TO
Heobxoanmo, 4TOObI BCTPOEHHbIM HTTP Mor npeocTaBnTb BCHO LEMOYKY KITMEHTY.

5. Haxmute kHorky “Next”
6. Beegute naponb, MCNOMb30BaHHbLIV NPU WKMEPOBaHMM 3aKPbLITOrO Kritova (ecnv Heobxoanmo)
7. Haxmute kHomnky “Submit”

al AN

Server Cerlificates
Thesze are the cerificates for the embadded web serer. The active certificate is curently in use to autenticate all HTTFS access to the player

Mame Server Name{s) Valid until Infa Active Remove

auto_sell_signed sp-hmp-001250200011, spx-hmp-001d50200011.local Tue, 31 Dec 2030 09:33:30 <0100 i =]

Add Sarver Certificate

5.6.6 CepBepHasa 6e3onacHocTb (Server Security)

B atom pasgene Bbl MOXETe HacTpavBaTb paboTy YCTPOWCTBa MPU MUCMOMb30BaHUM He3awmweHHbix HTTP
coeavHeHuNn K web nHtepdency yctponctea unm ang nybnmkaumm KOHTeHTa.

e Server access (goctyn k cepBepy). BoibepeTe BO3MOXHOCTU NOAKMOYEHMS NO He3awmweHHomy HTTP
coeavHeHuo. [JocTynHbl cnegyoLwme onuuu:
o Allow insecure HTTP (Paspewwntb goctyn no HesawwmweHHomy HTTP coeguHeHuio). Mo
YMOMYaHuio
o Redirect insecure HTTP to secure HTTP ([NepeHanpaBuTb HesawumweHHsle HTTP
NoAKMYeHNs Ha 3awwmieHHbIn HTTP)
o Disable insecure HTTP (3anpetutb He3awumeHHble HTTP coeanHeHus)
e Allow connections to publish server over secure HTTP only (Paspewartb Tonbko 3awmeHHsie HTTP
NOAKIOYEHNA Ansa nybrnvkaumMm KOHTEHTa).

Network

Server Security

| o guration

Server access Allaw Insecure HTTF -

HTTP Proxy

Allow connections to publish server over secure
HTTP only

5.6.7 Bonjour

B naHHOM pasaene MOXHO ynpaensaTe AOCTYNHOCTLIO cepauca Bonjour.
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e Enable Bonjour service discovery and name resolution. Korga onuus BkntoyeHa (MO yMOn4aHuio),
YCTPOMCTBO pacnpocTpaHsaeT cebs yepe3 cepBuchbl Bonjour 1 nMo3BonsgeT NoaknovaTbCs K yCTPOWUCTBY
no nmeHn smecto |IP agpeca.

e Enable player discovery via Bonjour. Korga onuus BkntodeHa (No ymonyaHuio), yCTPONCTBO MOXET BbiTb
HangeHo ApyrmMun NPUNOXEHNsIMU, a Takke NOSABNSETCA B CNMCKe YCTPOWCTBA B NpunoxeHun Elementi.

Bonjour

Enable Bonjour service discovery and name resolution

Enable player discovery via Bonjour

5.6.8 UPnP

[aHHbI pasgen no3BonsieT ynpasnaTb JOCTYNHOCTLIO ycTporcTea no SSDP/UPNP.
e Enable SSDP/UPNP. BkntovyaeT BO3MOXHOCTb HaxoxaeHust yctponctea no SSDP/UPNP. Mo ymonyaHuio

BKITHOYEHA.

UPnP

Enable 550F [/ UPRP

5.6.9 Network Watchdog

®yHkuma Network Watchdog aktusumpyetcs, korga nobon 3 napameTpoB YCTaHOBIEH B 3Ha4YEHUE OTNYHOE OT
“0” (“0s” yctaHoBneHo no ymonyaHuto). Oba napametrpa MOryT ObiTb HACTPOEHbI MO BPEMEHU B CEKyHAax
(ranpumep, 10s), muHyTax (Hanpumep, 10m) nnu yacax (Hanpumep, 1h).

Korga (byHKLJ,I/IFI akKTBMpOBaHa, yCTpOI?ICTBO 6y,u,eT nepes3arpyxatbca, ecnm ogHo n3 yCJ'IOBVIVI He cobntogaeTcs.

Network Watchdog

Maximum time the unit may stay without an IP address 3

Minimum time an IP address must stay assigned Os

5.6.10 SNMP

[anHbIn pasgen nossonsieT HacTpauBatb SNMP Ha ycTporcTBe. YCTponcTBo noaaepxmeaet npotokon SNMP
Bepcun 2c¢ (TOnbko Ha 4TeHue) u He cosgaeTr SNMP nosywek n ucnonb3yetr Net-SNMP 5.4 (co Bcemwm
YCTaHOBIEHHbIMU UCNPaBNEHUAMN).

ABTOD: Oara: 12.03.2024 Meaunanneep iQnetiX EMP-1Il DSOS™ by CTtpanuua: 30
SpinetiX

Bepcus: 1.2 Cratyc: YTBepxaeHo CTpaHuu; 56
MacnopTt




Macnopt: Megnanneep iQnetiX EMP-IIl DSOS™ by SpinetiX

Mo ymonuanuto, goctyn no SNMP peaktmBupoBaH, MOXET ObiTb OTKPbIT ANS OnMpeaeneHHoro guanasoHa
agpecoB IPv4 vnn oTKpbIT 6e3 orpaHUYeHuni.

SNMP
Read only community pubdic
Limit acces to SHMP from the network Clozed -
Apply
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5.6.11 Port Security

[ocTynHa Tonbko B yCTPONCTBax ¢ annapaTtHon nuueHsmnen SYSTEMS.
B paHHOM pa3sgene BO3MOXHO OTKIOYEHUE BTOPOro CETEBOro agantepa. o ymonyaHuio BKMoYeHbl 06a nopra.

Port Security

Disable secondary network port

Apply

5.7 HacTtpounku koHTeHTa (Content Settings)
5.7.1 OnwucaHue
HaHHas cTpaHuua cogepxvT 3 pasgena:

e Scheduled Download (3arpy3ka no pacnucaHuio)

e Live Sources («>KnBble» NCTOYHUKM)

e Splash Screens (3acTtaBkn)

00ce39d269c5 o & &

Control Center

Scheduled Download
System

) s .
Display & Audio Settings imple

Server URI Update
Network
Manual - o

Content

Apply

Peripherals

Advanced Applications

Operations Boot Shutdown Firmware upgrade

Logs

About

5.7.2 3arpy3ka no pacnucaHuio (Scheduled downloads)
5.7.2.1 OnucaHuve

®PyHKUMS 3arpyskM MO pacnucaHuio MOXEeT WCMofb30BaTbCA YCTPOMCTBAMM Afs MOMYYEHUS KOHTEHTa C
yAaneHHblXx web cepBepoB MO pacnucaHuio (eXeOHEeBHO UMM exeyacHo) uim no 3anpocy. PyHKuMsA aBnseTcs
ynpoweHHbiM BapuaHToMm “Pull Mode” n MoXeT mcnonb3oBaTbCsl C NMoObIM CTaHOapTHbIM web cepBepom c
noaaepxkon n 6e3 nogaepxkm nporokona WebDAV.
CywecTByeT gBa cnocoba 1cnonb3oBaHMsa JaHHOW OYHKUUK:
e B npoctom pexume gaHHas yHKUUSA paboTaeT aHanorm4yHo pexmmy nybnukaumm ns Elementi, noatomy
KOHTEHT, 3arpy>kaemblii Takum cnocobom, MoXeT BbITb 3annaHnpoBaH Ansa otobpaxeHns B Elementi
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e B pacluMpeHHOM pexume MOryT ObiTb CKOH(UIypuUpoBaHbI OAHA WM HECKOMbKO 3annaHMpOoBaHHbIX
3arpys3ok, kotopble byayT oTobpaxaTbca OTAenbHO B pa3gene Live Sources.

5.7.2.2 TlpocTon pexum

[nsa HacTpovikn 3annaHMpoBaHHOM 3arpy3ku BbIMOMHUTE cneaytoLme warm:
1. Ortkponte LleHTp ynpaBneHus ycTporncTBoM, nepenante B pasgen ‘Content’ -> ‘Scheduled Download’
2. Beegute HTTP(S) agpec otkyna 6yaet 3arpyaTbCsa KOHTEHT, 3TO MOTYT ObITb:
a. lNytb K NpoeKTy ans cepBepoB c noaaepXkom WebDAV (chbopmar:

http://myserver.com/myproject/)
b. Myts XML danny c onucaHmem npoekta Ans craHgapTHbix web cepBepoB (dopmar:

http://myserver.com/myproject/spx-listing.xml)

3. Bbibepute nepmoanyHOCTb OGHOBMEHMSI KOHTEHTA (MeXOy €XEeOHEBHO M eXe4yacHO) UMM HaXMUTe Ha
WKOHKY «nepe3arpy3km» AOns OOHOBNEHWMs KOHTEeHTa Bpy4yHyt. (B cryyae BbiGopa exegHeBHOro
0OHOBNEHMS MOXHO BbIOpaTh BpeMsi, B KOTOpoe OyaeT NpoBoAUTLCSt OOHOBMNEHME KOHTEHTA).

4. Haxmute Ha kHonky “Apply”.
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Control Center

Scheduled Download

System

Settings  Simple -

Display & Audio

Server URI Update

Network

Q

Content

Scheduled Download
Apply
Splash Screens

5.7.2.3 PacLUMpPEHHbIN pexum

Mpy BbIGOPE paclumpeHHoro pexuma (Advanced) BO3MOXHa HacTpolika HECKOMbKUX UCTOMHUKOB KOHTEHTA U
no6aBnsieT ABe HOBbIN ONUMKN O51st K&XXO0ro MCTOYHMKA:

e Do not update sub-folders (He npoBoguTb 0GHOBMEHME M3 BMNOXEHHbLIX Nanok). MNpu akTMBUPOBaHHOWM
onuMn ycTporucTBo OyaeT OOHOBMNATH AaHHbIE TOMbKO M3 KOPHEBOW MNamnkv U3 yKasaHHOrO MyTu K
cepBepy.

e Destination folder input field ([Mone BBoga nankm gns 3arpy3ku). [lo3BonseT ykasaTb nanky Ha
YCTPOWCTBE, B KOTOPYI0 OyOeT ckaumBaTbCsl KOHTEHT M3 yKasaHHOro MCTOdHMKa. Ecnu uenesas nanka
OTCYTCTBYET Ha YCTPOWCTBE, TO OHa OyaeT co3aaHa aBTOMaTUYECKN.

00ce39d269c5 O a o

Control Center

Scheduled Download
System

Display & Audio Settings Advanced -

Server URI Update
Network
Daily v (%

Content
Do not update sub-folders

Scheduled Downioad
Add

Splash Screens

Peripherals
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5.7.3 Xusble uctouyHuku (Live source)
5.7.3.1 OnucaHune

“Live source” — cnocob nomny4YeHust KOHTEHTa, Korga YCTPOWCTBO 3anpaluvBaeT M oTobpakaeT BeCb MPOEKT,
pacnonoXeHHbIV Ha yOaneHHOM cepBepe KOHTeHTa. lMocne koHdurypupoBaHus Live source OH MOXET ObITb
aKTMBUPOBaH Yepes3 cpeacTea NNaHMpPOBaHNST KOHTEHTA.

Kaxgbin pecypc, BKITHOYEHHBI B CETEBOW MPOEKT, MPOBEPSETCH U CKauMBaeTCcs, Korga ero HeobxoamMmo
BOCMPOM3BECTU, Takum 0Opa3oM cepBep C KOHTEHTOM JOMKeH ObiTb B MOCTOSIHHOM gocTyne. Takke Tpebyercs
HaJexXHoe n ObICTpoe ceTeBOoe COeaMHEHME, 3TO CBS3aHO C TeM, YTO Aaxe Gomnblive Buaeo dannbl JOIMKHbI
CKauMBaTbCsl M BOCMPOM3BOAUTBLCS B peanbHOM BpeMeHu. HekoTtopble pecypcbl (Takme kak SVG davnsl,
n3obpaxeHusi, Hebonblune BUAEO M T.N.) MOFYT K3LLIMPOBATLCS NOKaNbHO ANS CHUXEHMST Harpy3ku Ha KaHanbl
nepegayn AaHHbIX, HO, No HGoMbLUOMY CYETY, ncnonb3oBaHue Live source 3awuiieHsl ot cboeB ceTu.

YT0 Xe npoucxoguT npm cbosx ceTn? YCTPOWCTBO perynsipHO NpoBepsieT OCHOBHOW (hann npoekTa index.svg,
NnoaToMy B Cryvyae HEeOOCTYNHOCTU KOHTEHT cepBepa YCTPOMCTBO MEPEKIIOYMTCS Ha BOCnNpousBeaeHue
crnepyoLlero 3annaHMpoBaHHOIO KOHTEHTA Ha 3TOT Nepuog (bonee geTanbHasa HacTPOKKa onMcaHa HuXe).

5.7.3.2 CpaBHeHue ¢ 3arpy3kamu no pacnmcaHuio

Mpu uncnonb3oBaHWM 3arpy3oKk MO pPacnUCaHWMI0 WUCMONb3YHTCA JloKanbHbIE [aHHble, KOTOPbIE PerynspHo
CUMHXPOHM3MPYIOTCA C CEpPBEPOM, MO CPaBHEHWIO C UCMOnb3oBaHMeM «>KMBbIX» WCTOYHMKOB, Korga
HOBble/M3MEHEHHbIE AaHHbIe 3arpyXaloTcs, TONbKO Koraa Tpebyetcs nx otobpaxeHue. HegoctaTkom sBnsieTcs
TO, YTO COeaMHEHNE OT YCTPOWCTBA K CepBepY AOJPKHO ObITb HAOEXHbBIM U MMETb BbICOKYHO CKOPOCTb Nepeaym
OaHHbIX (MHave KOHTEHT oTobpasuTcs, Korga OydeT AocTyneH unv ByaeT nponyweH B criydae HegoCTYMNMHOCTU
cepsepa).

5.7.3.3 Hactpomnka

[nsa HacTporikn «XKMBOro» UCTOYHMKA BLINOMHUTE CrieaytoLme warmn:
1. Ortkponte LleHTp ynpaBneHus yCTponcCTBa, nepenante B pasgen ‘Content’ -> ‘Live Sources’.
2. Beegute nyTb Kk ceteBomy pecypcy URI unu nms nanku
a. Heobxogumo ucnonb3oBatb Aevcteytowmn nyte HTTP(S), okaHumBatowmnca cumsonom
(Hanpumep http://synology-nas:5005/projects/MyProject/)
b. Moxer 6bITb ykazaHO MMSA nankv, ecnyu YCTPOWCTBO HAacTPOEHO Ha MOofyvyeHue HEeKOTOpPOoro
KOHTeHTa Yepe3 (PyHKLMM 3arpy3ku No pacrnmcaHmio.

001450200016 CREATE SCHEDULE o & Si0H BUT

Live Sources

Sarver URI Friendly nama

Apply

5.7.3.4 Vcnonb3oBaHue

«Ku1BbI€» NCTOYHUKM MOTYT UCMONb30BaTbCA Yepe3 MHCTPYMEHTbI NITaHNPOBaHUS, Tak u 6e3 HuXx.
Onga akTmBaumm n oTobpaxeHns MCTOYHMKA BbINOMHUTE creayoLlme warn:
1. OTKpOWTE MHCTPYMEHT MO MMaHMPOBAHMIO KOHTEHTa HaxatmeM Ha ccbinky “SCHEDULE” B BepxHeM
MEHIO.
2. Bebibepute “Live Sources” B ounstpe
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3. Tlepetawmte ¢ nomowbio «Drag&Drop» WKOHKY WMCTOYHMKA B MAHMPOBLUMK WIIM KaK KOHTEHT Mo
YMOSYaHUIO.
4. [na coxpaHeHUsa N3MEHEHUIN HAXXMUTE KHOMKY «Save» B BEPXHEN NpaBoil CTOPOHE.

5.7.4 3acTtaBku

HanHbin pasgen (‘Content’ -> ‘Splash Screen’) nossonsieT HacTpoUTb MONbL30BATENbLCKYKD 3acTaBKy Ha
YyCTPONCTBE, KOTOpas oTobpaxaercss BO Bpems 3arpysku, BbiKNoYeHus u obHosneHus firmware. Ons atoro
HY>XHO BbIMOMHUTL CreayoLLMe Laru:

1. Haxwmute Ha kHonky “Modify”, oTBevaloLyto 3a AaHHOE N3MEHeHue

2. Bblbepute usobpaxerue B popmate JPEG nnn PNG pasmepom go 1M6

3. [nsa ycTaHOBKW HOBOW 3acTaBku HaXmuTe KHonky “Open”

[ins BOCCTaHOBNEHUS CTaHAAPTHON 3aCTaBKM BbIMOSIHUTE CrieayoLme warm:
1. Bbibepute meHto “Operations” n Haxkmute Ha “Reset”
2. BbibepuTte 3actaBky (Spash screen)
3. Haxmute Ha kHonky “Clear Selected”

BHumaHue! PekomeHayemoe paspelueHue 3actaBku 640480 Touek.

Content

Boot Shutdown Firmware upgrade
‘Scheduled Download

Splash Screens

Peripherals

Advanced Applications

Operations

Logs

About

5.8 TMepudcdepunnHoe o6opynosanHue (Peripherals)

5.8.1 OnucaHwue

Pasgen «llepudepunHoe obopygoBaHue» B LieHTpe ynpaBneHus Mo3BOMSET HACTPOUTb B3anMoOOENCTBME C
BHELUHMMK ycTporcTBamu no noptam RS232 n USB n cogepxuT cnegyowime pasgernbi:
e Serial (RS232). Pasgen cogepXut HacTporku No B3anmogenctamo yepes nopt RS232
e Automation. [aHHbIin pa3gen nNO3BONSET HACTPOUTb BO3MOXHOCTW  B3auMOOENCTBUS depe3
nocriegoBaTenbHbIn NOPT
e USB. lNo3sBonsieT HacTpouTb B3auMOAENCTBMNE C YCTPONCTBaAMU, NOAKMOYEHHbIMU K nopTam USB.

5.8.2 TlocnepoBaTtenbHbIN NopT (Serial)

Pasgen cogepXvT HacTPONKK, CBsI3aHHbIE ¢ paboTon nocrnegoBaTernbHOro NopTa yCTPOMCTBa.
Enable Serial Port. BkntoyaeT/oTkntovaeT nocnegoBaTernbHbIN MOPT, MO YMOMYaHUIO BKITHOYEH.

e Baud rate. YcTaHaBnvBaeT CKOPOCTb Nepenayvm AaHHbIX Yepes nopT, no ymonyaHuio 9600.

e Data bits. YctaHaBn“BaeT Konm4ecTBo OMT Ha CUMBOJI, NO YyMOMNYaHuio 8.

e Parity. YcTaHaBnuBaeT GUT YETHOCTM, MO YMOIYaHUIO nNone.

e Stop bits. YcTaHaBnvBaeT konn4ecTBo CTON-O6MT Ha CUMBOI, MO yMOMNYaHuio 1.
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5.8.3 AsBTomaTmzauma paboT 4epe3 nocnepoBatenbHblin nopt (Serial Port
Automation)

[aHHbINn pa3gen no3BOMSEeT HaCTPOUTb B3aMMOAEWCTBME YCTPOWCTBA 4Yepes nocregoBaTenbHbli NopT. B
3aBMCMMOCTU OT HACTPOEK OTobparkaloTCcs crneaytoLlme onuun:
e Disabled. Bbibepute gaHHbIN NYHKT AN OTKNIOYEHUS B3aUMOLENCTBUA Yepes NocrnefoBaTesNbHbIN NOpT.
e Simple. BoibepuTe AaHHbBIN NYHKT ANS BO3MOXHOCTW MCNOMb30BaHWUS OQHOW MUIN HECKOMbKUX NPOCTbIX
KOMaHf, KoTopble MOryT 6bITb OTNpaBneHbl Yepes nocneaoBaTenbHbIN NOPT.
e Advanced (Tonbko Ans yctpowmcTtsa c annapatHon nuueHsnern SYSTEMS). NMossonsieT ucnonb3oBatb
BCE BO3MOXHOCTM nopTta. [eTanbHas wvHoOpMaLMa OOCTyNHa MO  Credylolen  CCbifKe:

https://support.spinetix.com/w/images/e/e0/SpinetiX_Tech_SerialPort.pdf

5.8.3.1 basoBble HacTpoliku (Simple settings)

Mpu BbIOOPE “Simple” B pasgene “Settings” MOXHO yKasaTb OfHY WM HECKONbKO MPOCTbIX KOMaHZ, KOTopble
MoryT BbITb NepegaHbl Yepes nocneaoBaTenbHbIN NOPT:

1. BeeguTe HasBaHMe kOMaHabl. ATO MOryT ObiTb: “PowerOn” (BkntounTb), “PowerOff’ (BbIkMOUNTL) Mnn
“MuteOn” (oTkntounTb 3BYK), “MuteOff”’ (BKNIOYMTD 3BYK), AaHHbIE KOMaHAbI COBMECTUMbI C BULKETOM MO
ynpaBneHuno akpaHoM (screen control widget) ns Elementi, nnm MoxxHo ncnonb3osaTtb Apyroe Ha3BaHue
KOMaHAbl B 3aBUCUMOCTM OT 3KpaHa.

2. Beegute napameTpbl KOMaHAbl, KoTopas ByaeT OTNPaBNATLCHA Ha 9KpaH.

3. OnumoHanbHO, HaxmuTe KHonky “Add” ons gobaeneHus euwle OAHOM 3anMCKU B CMMCOK KomaHng. [Ans
yOaneHnss KOMaHAbl HaXMUTE Ha OpaHXeBYK KHOMKY “X” HanpoTMB KOMaHAbl, KOTOPYK Bbl XOTUTE
yoanuTb.

4. [na coxpaHeHUsa U3MEeHEeHUN HaxXxmMuTe KHonky “Apply”.

JlioGon cumBON JaHHbIX KOMaHAbl MOXeT ObiTb MCMOMNb30BaH C yNpaBnsloWUMU NOCNEOoBaTENbHOCTAMU B
LwecTHaguatepuyHoMm cdopmarte ¢ npedmKkcom \x, HanpruMep:
e CunmBon okoH4aHusi ctpoku (\n’) B wecTHaguatepuyHom dopmate mmeeT kog 0A, Takum obpa3om OH
Oynet HanmcaH B hopmarte \X0A;
e Crpoka ‘7TE 50 4E 0D’ 6yget HanucaHa B chopmaTte “\x7E\x50\x4E\x0D’;
e Hotauua XML (Hanpumep, &#x0D;), oTaenbHble nocnegoBaTensHOCTN (Hanpumep, \r’) n Hotauusa FSM
%¢c{...} HoTauua (Hanpumep, %c{13}) byayT aBTOMaTU4YECKN CKOHBEPTUPOBAHLI (Hanpumep, Kk \x0D’).
e [leuatHble ASCII cumBonbl MoryT ncnonb3oBatbcsa 6e3 kogupoBaHus (Hanpumep, ‘PowerOffix0A’).

Peripherals
Settings Simple >
Please anter the name of the command and the data string neaded to conlrol your monitol
Any character can be escaped using its hex-encoded character code refixed with
+ The end of line symbaol (') has character code 0A in hex, so it must be wriflen as "w0A,
= The byte stning 'TE 50 4E 00" must be wntten as "xTExS0x4Ewx(
Advanced Applications « XML notation [ Le. Sl single character escape sequences ( 1.e. \r' ) and FSM %c{...} (1Le %c{13})
o & aul d ( to o )
= » Pnnta < hout ecoding ( i.e. 'Po e
Operations
complate documentation for the protocol string syntax can be found hera

Command Data

PowerOn 1| A F { 2
About

=— A N o

T
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5.8.3.2 PacwupeHHble HacTpourku (Advanced Settings)
[aHHbIM pa3gen AOCTyNeH TONMbKO AN yCTPOWCTB C annapatHon nuueHanen SYSTEMS.

Mocne Bbibopa “Advanced” B none “Settings” nosiBuTca wmcnonb3oBaTh ansbl NPOTOKONOB (AeTanbHoe
onncaHne MOXHO HawTu Mo ccbinke: https://support.spinetix.com/w/images/e/e inetiX_Tech_SerialPort.pdf )
paboTbl Yepes nocneaoBaTenbHbIN NOPT, A 3TOro TpebyeTcs:

1. BbibepuTe onumio B KornoHke “Active” HanpoTue HeobxoamMmMoro darina ¢ NpoTOKONoM

2. [na nogTtBepXOeHUs U3MEHEHUN HaXmMuTe KHonkKy “Apply”.

e YCTpoNCTBa MNOCTaBMSAOTCSH CO BCTPOEHHbIMU (hainamu NMpoTOKONoB Ans psiga akpaHoB (LG LF65,
Panasonic plasma u Sharp Aquos, [ONOMHWUTENBHO [ONsi 3KPAHOB, MNOAAEPXKMBANOLINX CTaHOapT
NMEA-0183), aaHHble charinbl MMetoT npeduke ‘sys’.

e Ecnu B pasgene «ba3oBbix HacTpoek» (Simple settings) 6binn go6aBneHbl KOMaHAbl, TO 3T KOMaHAbI
COXpaHsItTCA B dhanne NnpoTokona ¢ HasBaHnem “simple”.

e Ecnn Heobxogumo gobasuTb CBOM hann, TO 3TO BO3IMOXHO MpWU HaxaTuu Ha kHonky “Add Protocol File”.

e [lna yaaneHuns cBoero panna npoTokorna HeobXoAMMO HaxaTb Ha OpaHXeBYK KHOMKYy “X” B KOMOHKe
“Delete”.

Serial Port Automation

Senings Agvanced -
Hame Active Download Delete
[sy8) LG LFES £
[s¥s] nmea-gps &
[s¥5] panasonic_plasma_ps S
[sys) sharp_aguos £3

Add Protocol File Apply

5.8.3.3 USB

[laHHbIN pa3gen nNo3BonseT KOHPUIYpUpoBaTb YCTPOMCTBA, NOAKITYEHHbIe Yepes nopT USB.

e Enable USB I/0 API. AktuBnpyet/geaktnsmpyet paboty I/O APl yepes nopt USB. Mo ymonuaHuio —
OTKITHOYEHO.

e User external USB drive to store content (Mcnonb3osaHvne BHewHero USB gucka and xpaHeHus
KoHTeHTa). [Mpu nogknioveHumn otdopmartmpoBaHHoro USB awncka, yctoponcteo Oyger Mcnonb3oBatb
AaHHbIA ANCK BMECTO BCTPOEHHOIO XpaHWnmLua.

Jlio6oe USB xpaHunuiie, Noaknto4eHHOe K yCTPONCTBY, byaeT otobpaxkaTbCa B AaHHOM pasfene C ykasaHuem
pasMepa XpaHumuLa u cTaTycoM ero NCrnosib30BaHuS.

Ecnn USB xpaHunuuie He Gbino akTMBMpoBaHO, TO oTobpaxaetca ctatyc “Not currently in use” (B Tekywuin
MOMEHT He NCMONb3yeTcsl), C AaHHBbIM YCTPONCTBOM BO3MOXHbI CrieytoLLme OENCTBUSA:

e “Publish USB content to HMP internal storage” (Ony6nukosate koHTeHT ¢ USB ancka BO BHyTpeHHee
XpaHunuwe). [daHHasi KHOmMKa MO3BOMSAET CKOMMPOBATb KOHTEHT, Haxogsawwmnca Ha USB gucke, BO
BHYTPEHHEEe XpaHunuLle YyCTPONCTBa.

e Format (PopmaTtupoBaHue).

Ecnn USB xpaHunuuie 6610 aktTuBnpoBaHo, TO AOCTYMNHbI Crieaylowme AencTBus:

e Copy to USB (Konuposatb Ha USB). [JaHHas kHonka no3BonsieT CKOMMpoBaTb KOHTEHT C BHYTPEHHEro

XpaHunuiia yctpornctea Ha USB auck.
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Format (dopmatnpoBaHue).

Disconnect USB storage drive (Otkntounte USB pguck). KHonka “Disconnect” goctynHa npwu
ucnonb3oBaHun USB gncka kak OCHOBHOIO xpaHunuiwa Ha ycTporcTBe. PekomeHayeTcs Ncnonb3oBaTb
kHonky “Disconnect” npu oTknodeHun USB gucka oT ycTponctBa, ocobeHHo ecnn USB  guck
NCMONb3yeTCsl B PEXMME 3aruncuy.

use

USE VO AP
Use extemal USB drive to store content |
Apply

USE Device # 1 USH Device # 2

Copy to USB Publish IS8 Contént

Format Faormat

Discannect

5.8.3.4 Axtusauus USB xpaHunuwa (Activate the USB storage device)

IOna HacTtporikn wucnonb3oBaHms USB aucka, NOOKNIOYEHHOrO K YCTPOMCTBY, Kak OCHOBHOMO XpaHunuvua
BbINONHUTE CneayroLne AencTBus:

1

2.
3.
4

Axtuumpynte dyHkumio “Use external USB drive to store content”

HaxxmuTe kHonky “Apply”

Moakniounte USB auck k yctponctey. Ecnn USB auck 6bin yxxe nogknoyeH, To NepenoakmnioynTe ero.
MopoxanTe HECKOMNbKO CEeKyHA U HaxmuTe KHOMKy “Reload”. B gaHHOM pasgene AomkHO oTobpasutbces,
YTO JlOKaNnbHbIM XpaHunuwem Ha yctponctBe sBngetca USB xpaHunuwe. BoamoxHo, nepefg
ncnonb3oBaHneM notpebyetcs popmaTtnposaHme USB agucka.

5.8.3.5 dopmatuposanHune USB xpaHunuiia (Format the USB storage)

KHonka “Format” nossonsietr otdopmatmporate USB xpanunuuwe. Kpome ounctkm USB gucka OT AaHHbIX,
OaHHast dyHKuusa npeBpawaetr USB guck B NOCTOSIHHOE 3anucCbiBaEMOE XpaHWiue Ha ycTpouncTee. [ns
dopmaTnpoBanua USB ancka BbINONHWUTE cregyowme 4encTBus:

1.
2.
3.

4.
5.

Mogkntounte USB guCK K YCTPOWCTBY M AOXKAUTECH €r0 OBHapYXeHUS.

HaxxmuTe kHonky “Format. OTobpasutcs cooblieHune, otobpaxatoLlee nposegeHne popmaTpoBaHums.
JdoxanTecb OKOHYaHUA npouecca opmaTupoBaHua (3aBmcut ot emkoctn USB gucka). [Ana HocuTtensa
eMKkocTbio 250Gb Bpemsi hopmMaTpoBaHnsa COCTaBUT NPUMEPHO 4-5 MUHYT.

Otkntounte USB guck ot ycTponcTea.

MepenogknounTe AUCK K YCTPOWCTBY.

MakcumanbHbI pa3mep BHelwwHero USB gucka coctaensiet 2Tb.
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5.9 PacwupeHHble HacTtpouku npunoxeHnn (Advanced
applications settings)

5.9.1 OnucaHue

Ha paHHOWM cTpaHuue AOCTYMHbI cregyowmne pasgens:
Interactivity (MIHTepakTuB)

Touchscreen (CeHCOpHBbIV 3KpaH)

NTP

Firmware update server address (Agpec cepsepa o6HoBneHus firmware (NpoLmBkm))
RPC concentrator

Pull mode

TOMbKO ANg YCTPOWCTBa ¢ annapartHon nuueHsnen SYSTEMS:
Network API (CeTteBoe API)

Webstorage API

Multiscreen (MHOrO3KpaHHbIV PEXUM)

Streaming (lMoTokoBoe BeLlaHne)

5.9.2 MWHtepakTus (Interactivity)

Pasgen nossonsieT HacTpauBaTh CriefytoLmMe BO3MOXHOCTH:
e MakcumarnbHoe BpeMs 3aaepxkn peHaepuHra (Maximum rendering latency). No ymonuanuio 1500mc.
e [logaepxka cobblTUA OT CEHCOPHOIO 3KpaHa 1 knaesmaTtypsbl (Accept touchscreen and keyboard events).
Bkntouyaet/oTkntoyaeT 006paboTKy MHTEPAKTUBHBIX COOBITUIA. 10 yMOMYaHMIO OTKITHOYEHO.
e OrpaHnyeHue 3agepxkn B 60mMc npu nonyveHumn cobbitui (Limits latency to 60ms when events are
receiving). BkrntoyaeT/oTknOYaET MOBbILEHNE CKOPOCTM OTKMMKA MpW MOSMTYYEHUU WHTEPaKTUBHbIX
COObITUI UTHOPUPYS BPEMS 3adepPXKun peHgepuHra. 1o ymonyaHuio BKIOYEHO.

- Oniro BT

Interactivity

Maximum rendering latency 1500ms -
Accept touchscreen and keyboard events

Limits latency to 60ms when events are received

Peripherals

Advanced Applications

Touchscreen

Interacinicy

5.9.3 CeHcopHbIK 3KpaH (Touchscreen)

MHorvne ceHcopHble 3KpaHbl (MNU Opyrue yCTpOWCTBa BBOAA BO3Bpallaloline cobbiTvs B Buae abCOMOTHBLIX
KoopauHaT) obbIYHO yxxe OTKannbpoBaHbl U He TPebyHT JOMNONMHUTENBHOW HAcTpoku. Ecnv Bbl 3aMeTnnu, 4To
CEHCOPHbIN 3KpaH paboTaeT He KOPPEKTHO UMM HE OYEHb TOYHO, TO HEOOXOAMMO BbINOMHUTL KannMbpoBKy:

1. Togkntounte HID-cOBMECTUMBIV CEHCOPHBIN 3KpaH K ycTponcTay Yepe3 USB nopr.

2. Ortkponte pasgen ‘Advanced Applications’ -> ‘Touchscreen’ B LieHTpe ynpaBneHusi ycTponcTaa.

3. Ybegutecb, uto onumsa “Accept touchscreen and keyboard events” akTuBMpoBaHa, MHa4Ye akTUBUPYNTE

OnuuIo 1 NepesarpysnTe yCTPOWCTBO.
4. Haxmute kHomnky “Start calibration” (Hauyatb kannbpoBky) n cnegynTte MHCTPYKUMSIM, OTOOpaXkaemMbiM Ha

3KpaHe.
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5. Ha ceHcopHOM 3akpaHe 0TOBpasAaATCa 3Ha4YEeHUs] CMELLEHUS U X Heobxoammo BBECTW B nons BBoga XX,
XY, TX, YX, YY u TY B pasgene “Touchscreen”.
6. Haxmute kHomky “Apply”.

Touchscreen
Peripherals

You can automatically configure the parameters bellow using the automatic

touchscreen calibration procedure

Start Calibration

5.9.4 CeteBoe API (Network API)

[ocTynHO TONbKO Ha yCTpoNCTBe ¢ annapaTtHon nuueH3nen SYSTEMS.

HaHHbIi pa3gen nossonsieT HacTpouTb paboTy ¢ Shared Variable Network APl Ha ocHoBe RFC8323 (CoAP
REST API yepes TLS-PSK).

B paHHOM pasgene OOCTynHbI cnegyloLlme onumm:

e Enable secure server (BkntounTb Ge3onacHbin cepBep). Haxmnte, YToObl BKIIOYUTL MITM OTKITHOUNTL
3alLUMLLEHHbI cepBep ObLLMX NEPEMEHHbIX.

e Enable legacy unprotected server (BkniounTb ycTapeBLUMA He3aLLMLLEHHbIA cepBep). Haxmnte, 4ToObI
BKIMIOUYUTb MW OTKIMIOYUTD YCTapEBLUMI HE3aLUMLLEHHbIA cepBep OOLLMX NEPEMEHHbIX.

e Port (MopT). HacTponka Homepa nopTta, ncnonbdyemoro Network API. No ymonyaHuio 1234.

e Generate Client Config (CosgaTb KNWEHTCKMe HacTpouku). Haxmute ana 3anycka macTtepa
cosfalolero KoOHUrypaumoHHbln  hann [ns  KAMEeHTOB [AaHHOro  3aluumileHHoro cepsepa. OH
aBTOMaTMYECKN HACTPOWUT YYETHblE [OaHHble, agpec cepBepa W, OMNUMOHANbHO, YCTAHOBUT LAHHOE
YCTPOMCTBO KaK CepBep HacTpouku BpemeHW. [danee Bam HeobXOOUMO COXpPaHUTb CO3OAHHbLIN
KOHMUrypaLMoHHbIA  paiin M 3arpy3vTb Ha YCTPOWCTBA, B3aMMOAEWCTBYKOLIME C  OaHHbIM
MacTep-yCTPOWCTBOM.

e Upload Client Config (3arpy3ka KIMeHTCKMX HacTpoek). Haxkmute ansa 3arpy3ku KIMEHTCKMX HacTpoek
ans pabotbl Yepesd Network API, cosgaHHbIX MacTep-yCTPOCTBOM.

e Default network API server address (Agpec cepeepa Network APl no ymonuyanuio). Beegute agpec
cepsepa Network API, koTtopbin ByaeT ncnonb3oBarbes, korga obLiasi nepemMeHHasi He YKa3bIBaeT €ro ¢
nomMoLLblo @-HoTauuu.
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Advanced Applications Network API

Enable secure server

Enable legacy unprotected server

. AR

Port
Generate Client Config

Upload Chent Config

Default network AP1 server address

5.9.5 Webstorage API

[locTynHO TONbKO Ha yCTPONCTBE C annapaTHom nuueHanen SYSTEMS

B gaHHOM pasgene Bbl MOXETe HacTPOUTb YCTPOMCTBO A1 BO3MOXHOCTM MONYyYEHUS 3anpoOCOB K XpaHUnumLy ¢
Opyroro xocTta, ¢ ucnonb3oBaHnem 3awmueHHoro CORS (coBMecTHOe MCnonb30BaHWE pPecypcoB Mexay
UCTOYHMKamK), Takum obpasom 3awmuwas oT atak CSRF (nogpenka mexcantoBbix 3anpocos). [Npumepom
MCnorb30BaHUA ABnseTca web crpaHuua, ncnonbsyowas AJAX Ana Y4TeHusa n 3anvcy nepeMeHHbIX (AaHHbIX
NIOKanbHOMO XpaHUNuLLAa) Ha yCTPOMCTBE.

Ona BKMOYEHWs JaHHOW BO3MOXHOCTU Bblbepute onuuio “Enable RPC request using AJAX (CORS)”
OTKITHOYEHHYIO0 MO YMOMYaHUIo U HaxxmuTe KHomky “Apply”. ABToMaTunyeckm OyaeT co3aaH TokeH 6e3onacHoOCTM B
kntovye API, KOTOpbIi HY)XXHO YKasbiBaTb Kak [OMONMHWUTENbHbIA napameTp B 3anpoce RPC B dopmare:
/rpc?spx-api-key=[rpc-api-key].

RPC Security

Enable RPC request using AJAX (CORS)

API Key dc19bafo-fdcT-4845-0a60-56ae7h22006e

Apply

5.9.6 MHoroakpaHHbIn pexum (Multiscreen)

[locTynHO TONbKO Ha YCTPOWCTBE C annapaTHomn nuueH3nen SYSTEMS.

B paHHOM pasgene MoxHO HacTtpouTb multiscreen ID (ngeHTudpmkatop akpaHa) NOAKMKOYEHHOrO K OAHHOMY
YCTPONCTBY, 3TO HEOBXOAMMO, KorAa YCTPONCTBO NOAKIIOYEHO K O4HOMY M3 9KpaHOB BUAEOCTEHbI.
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Multiscreen

Multiscreen ID screen-1-1

Peripherals
-

5.9.7

[aHHbIN

NTP

Time Poll

Server IP Stratum  Status Reach offset Delay Dispersion interval

NTP

pasgen no3eonsieT HacTpoutb Ao 5 NTP cepBepoB C KOTOPLIMM YCTPOMCTBO BYyAET CMHXPOHM3NPOBAaTb

Bpems no UTC.

00ce39d269c5
fcnlm\ Center -
- Refresh

UPnP The local clock is calibrated (saved correction is 38.546 ppm).

StP Server2 | 1poolnip.org O
Content v Server 3 2,pool.ntp.org O
Peripherals - Server4 | 3poolnip.org O
Advanced Applications -~ Servers | pootrperd Ll

Pause device at startup to wait for NTP serversby | 0 M

e Cepsep 1, ..., Cepsep 5. Beegute IP unu nmss NTP cepsepa. YctaHoBka onuumm “Monitor only” rosoput
YCTPOWCTBY TOmnbko obpawartbcs kK NTP cepsepy, HO akTMBHO He WCMONb30BaTb €r0 Kak WUCTOMHWK
BpeMeHn. OTO MOMe3HO, ecnv [aHHoe YCTPOWCTBO wucnonb3yetcsa kak NTP cepBep ans gpyrux
YCTPOWCTB.

e Pause device at startup to wait for NTP servers by (CTtaButb yCTPOMCTBO Ha nay3y npu 3anycke ans
oxumpgaHua NTP cepeepa). JoctyneH Bbibop 3agepxkn oT 0 oo 150 cekyHA, 3TO yBenu4YMBaEeT BpeEMS
3arpysku ycTponcTsa, 4Tobbl obecneunTs 3anyck NTP cepeucoB fo Havyana paboThbl.

JononHuTensHo:

e [Ina ucnonb3oBaHns NTP cepBepoB pomkHa ObiTb BkModeHa onums “Automatic time from Internet
(NTP)” Haxogsawasnca B pasgene ‘System’ -> ‘Date&Time’.

e CrtpaHuua co ctatuctukon pabotel NTP (NTP Statistics page) nokasbiBaeT ctatycbl paboTbl B BEPXHEN
YyacTu pasgena.
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5.9.8

Mo ymon4yaHuo yCTPOMCTBO HAcTpoeHo Ans paboTtbl ¢ obwenoctynHbiMn NTP cepBepamu ¢ pecypca
ntp.org.

B yctporictBe poctyneH BcTpoeHHbln NTP cepBep, nostomy IP agpec ycTpoinctBa MOXeT
MCNonb30BaTbCsA A1 CUHXPOHM3aLMM YacoB C APYrnX YCTPONCTB, OCOBEHHO MpK 3anyckax CUHXPOHHbIX
npoektoB 6e3 mcnonb3oBaHua BHelwHero NTP cepsepa. B gaHHOM cnydae HeoBxO4uMMO BKMOYUTb
onuuio “Monitor only”.

NMoTokoBoe BelwaHue (Streaming)

[ocTynHO TONbKO ANst YCTPOWCTBA € annapaTtHon nuueHsnen SYSTEMS

I'Ipvl npo6nemax O6p660TKM NOTOKOBOIro BMaeo U ayano BellaHusa yCTpOIZCTBOM €CTb BO3MOXHOCTb 3anuncaTtb
nony4yaemble ceTeBble NakeTbl U3 MOTOKa yCTpOIZCTBOM M OTNpaBUTb UX B NOOOAEPXKKY SpinetiX anda nomoLin B
AnarHocTuke I'IpO6J'IeMbI M Noucke peLLIGHVIIZ. [NoTokoBbLIE NAKETHI MOryT 3aHMMaTb MHOIMo MecCTa B XpaHunuuie,
NO3TOMY HE CTOUT OCTaBNATb AAaHHYHO (byHKU,I/IIO BKMNIOYEHHOW Ha gornroe BpemMA.

[ins 3anycka 3anuncy NoTOKOBbIX NAKETOB YCTPONCTBOM BbiGepute onuuto “Capture stream packets’.
[lns okoH4aHus 3anucu oTknounTe onuuio “Capture stream packets”.

UTtobObl cKayaTb 3anMcaHHble MOTOKOBbIE MAKEeTbl, HAXXMWUTE Ha CCbINKy nofg pasgenom “Streaming
Captures”. Uma 6yget coctoaTb 13 “CAP_" n Habopa cMmBOroB.

[nsa yoaneHua 3anucen ¢ yCTponcTBa HaxkmuTe Ha kHonky “Clear Stream Captures”.

001450200015  GREATE  SCHEDULE ® & swor

5.9.9

[aHHbIN pas3gen no3BondeT HaCTpouTb crefyruine onumn:

Streaming

Stream capiure = - Clear Sweam C apture

Capluie stream packets

Firmware

Server DRI Hp 0 downicad s pinet i oo mihmp3 Siup dat e

Aitomaths ipsdates

Mpowwunsku (Firmware)

Server URI. Agpec cepBepa ¢ obHoBneHusiMu. B 3aBucMMOCTM OT Mogenu ycTponcTBa agpeca MoryT
ObITb CriegyoLWmMMm, Takke AOCTYMHO UCMONb30BaHNE UCTOYHMKA U3 BHYTPEHHEW CETHU:

Automatic updates. BknouaeT/oTkno4aeT YHKUMIO aBTOMAaTMYECKOro OOHOBMEHWSI MPOLLMBKU
YCTPOWCTBA C cepBepa.

Update time. Bpems, korga npoBognTb aBTOMatnyeckoe oOHOBMNEHME.
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Firmware

Samver URI hitp-fimysenenhmph |.'"..'-I=-'-1
Automatic updates

Update time 300 s

RPC Concentrator

5.9.10 RPC Concentrator

[aHHbIN pasnern no3eBondeT HaCTpouThb criegyruine onumn:

5.9.11

Enable RPC Concentrator. Bkntoyaet/oTkntovaeT paboty dpyHkuun RPC Concentrator.

Concentrator uri. Aapec RPC koHueHTpaTopa.

Pooling interval. 3agaet 4Yactoty obpawenuns k RPC koHueHTpaTopy. O6bIvHO 3Ha4veHne mexagy 10cek un
120cek.

Notification only. Beibepute gaHHyo onumio, ecnu Bbl He xoTuTe, YTobbl RPC KOHUEeHTpaTop oTnpaBnsan
KomaHAabl yctponctsy. B gaHHom cnydae RPC koHueHTpatop 6yaer npvHuMMaTth TOMbKO MHOpMauuio
ready(), restarted() n pull_status().

RPC Concentrator

Enable RPC concentrator
Concentrator uri hitp-iimy_RPC_concentrator’s enver php
Polling interval G0s

Notification only

Pull mode

Settings Disabled

Apply

Pull mode

Pull mode — mexaHuam nepegadyn KOHTEHTA, B OCHOBHOM I/ICI'IOJ'Ib3yeMbIl7I Anst oOHOBMEHUS KOHTEHTa Mo
onpeaeneHHbIM cueHapuam:

e YCTpoWCTBa HaxogsATcst B YacTHOW ceTw, 3akpbiTon Firewall/NAT 1 npsiMon JOCTyN MO CETU HEBO3MOXEH
Ons1 OOHOBIEHUS KOHTEHTA;
e YCTpOMCTBa YCTaAHOBMEHbI B YCMOBUSIX C OrPaHUYEHUSMU (MegrnieHHoe coefuHeHue, 4G), B criyyasx,
Korga BaXkHa YCTOMYMBOCTb K COOSIM B CETU U HY)XHA 3KOHOMUSA Tpaddpumka.
e KoHTeHT co3gaercs CTOPOHHUMM web-npunoxeHnamn/CMS.
AsTop: Hata: 12.03.2024 Megawnanneep iQnetiX EMP-IIl DSOS™ by CrtpaHuua: 44
SpinetiX
Bepcus: 1.2 Cratyc: YTBepxaeHo CTpaHuu; 56
MacnopTt




Macnopt: Megnanneep iQnetiX EMP-IIl DSOS™ by SpinetiX

e KoHTEHT pgomkeH ObiTb MOMy4YeH W3 pasHbiX WCTOYHWMKOB/CEPBEPOB, BO3MOXHO CO3[ABaEMblii
PasnUYHbIMU NIOABMMU.

[eTtanbHoe onucaHune [OCTYMHO no CCbISIKe:
https://support.spinetix.com/w/images/1/1f/SpinetiX_Tech_ Pull-mode.pdf

B paHHoM pasgene OOCTynHbl cneayowmne onumm:

e Settings. Bkntouaet/oTkntodaet gaHHbii pexkum (Pull mode).

e From uploaded iCalendar file .ics (V3 3arpyxeHHoro channa kaneHgaps B gopmare ics). [laHHasi onums
Mo3BOMSIET YNPaBnATb AaHHbIM PEXUMOM MO pacnucaHuio hanna kaneHgapsi, 3arpy>KeHHOro Ha
YCTPOWCTBO.

Peripherals
Pull mode

Settings From uploaded iCalendar file (ics -
Schedule file

See cument schedule

e From remote iCalendar file .ics (/3 BHewHero channa kaneHgaps B dopmarte ics). JaHHaa onuums
MO3BOJISIET YNPaBnATb AaHHBIM PEXMMOM MO pacnvcaHuio 13 danna KaneHgaps, pacrnonoXeHHOro Ha
web cepepe. [Ins gaHHoro pexuma goctynHa onums “Check calendar every” (MpoBepsaTb KaneHgapb
Kaable) HacTpauBawllass MakCMMarbHbIi Nepuod MNOBTOPHOM nNpoBepku dhanna Kanengaps Ha
nameHeHuns. Ecnu kanengapb coaepXut cobbiTve, Haxoasiweecs B AaHHOM MNepuope, YCTPOWUCTBO
aBTOMaTu4eckn MpoBepuT OOHOBNEHUs nepen 3amnyckom cobbiTusa (M nepesanyctut Tanmep). lNone
“Shedule URI” moxeT cogepxaTb cneumanbHyto HoTauuio [serial], koTopas aBTOMaTU4ECKM 3aMeEHsIeT

CEepuUrHbIA HOMep YCTPOWCTBa, 3TO yAobHO B cnydvasix, Korda yAaneHHbIn Kanenaapb cos3faercd

CKPUMTOM W 3aBUCUT OT TOTO, Kakoe YCTPOMCTBO 06paLLaeTcs K Hemy.

Pull mode
Settings From remote iCalendar file (ics -
Schedule uri htpfiserver.commile.ics
Check calendar every 24h
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5.10 Onepauun (Operations)

5.10.1 OnucaHme

[aHHasa cTpaHuua NO3BOMSET BbLINOMHATL pasfMyHble onepauuy Mo OBCnyXXMBaHMIO YCTPOWCTBA, Takue Kak:
OGHOBMEHMS NPOLUMBOK, Nepe3anyck/BbIKNOYEHNE, PEXUM BOCCTAHOBIEHUS, BOCCTAHOBIEHWE COAEPXKMMOTO MO
YMOSYaHWIO UM BOCCTaHOBMEHNE 3aBOACKMX HACTPOEK, hopMaTUpOBaHWE BHYTPEHHErO XpaHWMMULLA, OYMCTKa
OaHHbIX, co3aaHne OTYETOB U T.M.
CTpaHuua cogepXxut cneaytowmne pasgens:

e Firmware Update (06HOBRNEHME NPOLLMBKMX)

e Maintenance (O6cnyxunBaHue)

e Reset (Cbpoc)

e Support (Mogaepxka)

00ce396269c5

Firmware Update

Fimware  4:8.1 (buid r1.0.1.0
Netmark . Undater 1.16svnr1+38643 (build 10

JSLibraries 230+,

Information about new fimviare refeases is available at hi:/niv.spinelix comigo/imware/dses

Maintenance

Restart Now

Affer shuldown the device can only be restarted by pressing the push buton or physically disconnecting and reconnecling the device from eleclrical power J—

are re-installed.. The unit s alviays reachable at hitp:/spx-dsos-00039626965 Jocal from Zeroconf enabled computers on the logal

Start Recovery Mode

Reset
Pressing Restore Defauit Content uillremove all content from the local storage and repiace it by the factory default content Restore Defaut Conent
Pressing Reset to Factory'wil restore all the setiings of the DSOS fo their niial factory values. It wil also remove all content from the local storage and replace it by the factory defauit content E——
Pressing "Format Intemal Storage' wil format the local storage and restore it - the factory state e
Logs Cache Clock calibration
Shared variables Splash sereen Touehscreen calibration
Fimmare updates server Web page data

Clear Selected

5.10.2 O6HoBneHue npowunsBku (Firmware Update)

Mpu oTkpblTuM cTpaHuubl “Operations” npoucxoguT aBToMartudeckas MpoBepka Hanmmumus OBHOBNEHWN
npowuBkM ycTponcTea. Ecnm pocTynHa HoBas MpowMBKa, TO MOSBUTCA YBEAOMIEHME O BO3MOXHOCTU
yCTaHOBNEHNA OOHOBNEHNS.

B pgaHHOM pasgene BO3MOXHO M3MEHEHWe WCTOYHWMKa OBHOBMEHUS Mexay Yyka3aHuem ajpeca cepsepa
obHoBneHns n USB Hocutenem. [ns BbIMONHEHMSI PyYHOW MPOBEPKM OOHOBMEHUS HaxxmuTe kHomky “Check
Now.

5.10.3 O6cnyxuBaHue (Maintenance)

B paHHOM pasgene AOCTYMHbI Crieaytowmne BO3MOXHOCTU:
e Restart the player ([epe3anyck ycTponcTaa)
e Shut down the player (BbikntodyeHne ycTponcTtsa). Takke MOXHO HaXaTb KHOMKy ronyboro upeta Ha
YCTPONCTBE B TeYeHue 3 CEKYHA.
e Start the Recovery mode (3anyck pexxuma BOCCTaHOBMEHUS).
BbiknioyeHne ycTponcTBa OT 3neKTponuTaHus 6e3 BbINOMHEHUSA KOMaHObl BbIKMOYEHUS MOXET NpMBE3TM K
noTepe AaHHbIX UK annapaTtHbIM npobnemam.
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5.10.4 Copoc (Reset)

B naHHOM pasgene AOCTYMNHbI cnefyolne BO3MOXHOCTHU:

e Restore Default Content. Haxatve Ha gaHHyl0 KHOMKY 3aMmellaeT TEKYLUMA KOHTEHT KOHTEHTOM Mo
ymondaHuio  (yctaHaBnuBaeTca ©Oenbil ¢oH u  aHumauusa SpinetiX), Takke ygandeTca Becb
ony6bnukoBaHHbIM Ha AaHHOE YCTPOWNCTBO KOHTEHT.

e Reset to Factory Default. Haxatne Ha gaHHyl0 KHOMKY cOpacbiBaeT BCe HACTPOMKM YCTPOWCTBA Ha
3aBOACKME, HO MPU 3TOM OCTaeTCs TeKyLlas yCTaHOBMEeHHas NpoLUMBKa.

e Format the Internal Storage. Haxxatne Ha 3Ty KHOMNKy cpopmaTtmpyeTt pasgen KOHTeHTa, AaHHas yHKUUS
TpebyeTca npu BO3HWMKHOBEHMU OLIMBOK BCTPOEHHOro xpaHunuwia. [aHHas onums He paboTtaeT Ha
BHELLHMX XpaHWnuLwax.

[ononHUTenbHO AaHHbIA pasfen No3BOoNSET:
e Logs. YoansieTr Bce XypHanbHble dainnbl ¢ ycTpornctBa. MoXeT NoHagoOuTbCsi Npy AMAarHOCTUKE
npobnem B paborTe.
e Cache. Yganser Bce 3akalimpoBaHHble dainbl U3 xpaHunuwia. MoxeTr noHagobuTbca Nocne ceTeBbiX
cboes.
e Clock calibration. Ouuwaer kanMbpoBKy BCTPOEHHbLIX YacoB. MoXeT noHagobuTbCsA Mocne CeTeBbIX
cboes.
e Web storage. Ounwaer web xpaHunuuwe, mncnonbdyemble JavaScript. Moxer noHagobuTtbca npu
BO3HVKHOBEHMM OLLIMBOK B paboTe CKpMUnTOB.
e Splash screen. YcraHaBnuBaeT npegyCcTaHOBMEHHYIO 3aCTaBKy Ha yCTPONCTBE.
Touchscreen calibration. BocctaHaBnuBaeT cTaHOapTHbIE HACTPONKM KannbpoBKU CEHCOPHbLIX 9KPaHOB.
e Firmware updates server. YcTtaHaBnmMBaeT cTaHOapTHblE cepBepbl 0OHOBMEHWNA.

5.10.5 Moppepxka (Support)

B paHHOM pasgene MOXHO co3faTb OTYET Mo paboTe yCTPOMCTBA, KOTOpbIA 06bIYHO TpebyeTcs onst oGpalleHui
B cny0y nogaepxkm SpinetiX gna aHanusa c6oes paboTbl yCcTponcTea.

[na cosgaHus pacwmMpeHHOro oTyeTa, Hanpumep, nNpu Noao3peHusx B paboTe NpOLUUBKA UMW BCTPOEHHOrO
XpaHunuLla yctponcTea Bblbepute onumio “Generate extended report”.

Mainlenance

Before contacting Spinetix support team (support@spinetix com), please

R generate a status repor

Generate extendad repont (this can take up 1o 5 minutas) Get Raport

5.11 XypHanbi (Logs)

5.11.1 OnucaHwue

YCcTponcTBa MMEKT CUCTEMY XYPHanmMpoBaHWSA, KOTOpasl 3anucbiBaeT BCE COObITUS, KOTOPblE€ BO3HWMKAKT B
npouecce paboTbl. Heckonbko palnoB XypHana 3anucbiBalOTCs OAHOBPEMEHHO, OT OOLUMX XypHanos
BbICOKOrO YPOBHS, KOTOpble 3anucbiBaldT WMHAOPMAaUMIO O peHAepe KOHTEHTa M CEeTEeBOW akKTUBHOCTW, A0
CINOXHbIX HU3KOYPOBHEBLIX, rEHEPUPYEMbIX OMepPaLMOHHON CUCTEMONA.

Ha paHHoM CTpaHuue OOCTYMNHbI obwue XypHanbl, TK. OHW AOO0CTYNHbl MONb3oBaTeNiio A5Ad  OUEHKU
npon3BognTErNIbHOCTU N YCTPaHEeHUA Henonaaok.
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CucTtemMHble >KypHanbl BKIIOYEHbl B OTYET YCTPOMCTBA — B Cryvyae BO3HUKHOBEHUSA npobrem B pabote
yCTpoWnCTBa, HEOHXOAMMO CO3aAaTb M OTNPaBUTL OTYET (He oTaenbHble halnbl XXypHanoB) B Cny0y NogaepXku
SpinetiX.

5.11.2 O6wwue KypHanbl

5.11.2.1JocTyn Kk 00LwmMM XXypHanam

JocTyn K )xypHanam yCTponcTBa MOXET ObITb OCYLLECTBIIEH HECKOMNBKMMY Cnocobamu:
e Ortkpowite LleHTp ynpaBnenusa n nepengute B pasgen XKypHanos (Logs)
e Ortkpowvite B 6paysepe agpec http://HMP_address/log/. [locTyn nNo cchbifike MOXET ObiTb 3aKpbIT NpaBammu
Ha MOHWTOPUHT YCTPOMCTBA.
e HactpouTb 3arpysky yCTPOMCTBOM XXypHarnoB Ha yaaneHHbin Web cepsep ¢ ucnono3oBaHune Scheduled
Upload nnwn Pull Mode.
e OTkpowTe XypHanbHbI ¢hans, co3gaHHbIv yCcTponcTee B nanke \srviraperca\log\.

5.11.2.2BeneHune xypHanos (Logs maintenance)

e PoTtauus XypHanoB npoucxoouT Kaxable 24 4yaca, 3TO MO3BONSET usbexarb O4YeHb OonbLuMx
XXYpHarnbHbIX painoB 1 NOMOraeT Ux COPTMPOBATL MO AHAM.

e TekywiMe XypHanbl MMelT paclupenune .log (Hanpumep, info.log, warn.log u T.n.) 1 HaxogaTca B
pasgene “Current Logs” (3a ucknoyeHnem xypHana accounting.log).

e KypHanbl 3a npegbigywime 7 OHEW NpOAOMKalT XPaHUTbCA B HOMEPHBLIX apxvBax (Hanpumep,
info.1.log.gz, info.2.log.gz u 1.4.) n HaxoasiTcs B pasgene “Backup Logs” (kpome xXypHanoB accounting).
XKypHanbl cTtaplie 7 oHen aBToMaTUYECKM yoansarTcs.

e BepgeHve XypHanoB (poTtauus M OYWUCTKa) MPOU3BOAUTCA Kaxdbld AE€Hb B MOMHOYb, MO3TOMY BaXKHO
OCTaBNATb BKIMOYEHHbLIM YCTPONCTBO KPYrNOCYTOYHO. Ecnu ycTponcTBO He ByaeT BKMOYEHO B NOSTHOYb,
TO nocne BKIOYEHWs AaHHble ByaoyT A06aBnATbCA B Te Xe XKypHarbl, KOTOpble MCMOoNb30Banuchb Ao
BbIKIIOYEHMS YyCTPOMCTBA. [JaHHas cuTyaums MOXET HeraTMBHO NOBNUSTL HA MPOU3BOAUTENBHOCTb.

Py4yHas oumcTka XypHarnoB MOXET ObITb BbiNoOMHEHa Ha cTpaHuue “Operations”.

5.11.2.3Ctpanuua xypHanos (Logs page)

Ha ctpanuue xypHanoB (Logs) LieHTpa ynpaBneHus yCTpOMCTBOM MOXHO MONyYnTb OOCTYMN K pSAy XypHanos
BbICOKOIO YPOBHS, CrpynMnMpOBaHHbIX B HECKOMBbKO pa3fesnos:
e Accounting Logs (XKypHanbl yuerta). [lepeyeHb >KypHanoB, cogepXawmx wuHdopMaum o
BOCNPOM3BEAEHHOM KOHTEHTE 3a TEeKyLUMI OeHb U apXMBbl XKypHaroB 3a npeabigylie 7 gHen.
e Current Logs (TekyLwume xxypHansbl). lNepeyeHb XypHanoB 3a TEKYLLUIN OEHb B TEKCTOBOM cdhopmare.
e Backup Logs (PesepBHble konuu xxypHanos). [lepeyeHb xXypHanoB 3a npeabiaylime 7 gHeN B apXMBHbIX
dannax.
Takke B CnncKax XXypHanoB oToOpaxaeTcsl UX pa3mep 1 gata ux 3anucu.
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00ce39d269c5 w & o
Control Center
Proof of play
System
File Size (KB) Date
Display & Audio
accounting log 0 15 Mar 2024

Network accounting..log 0 14 Mar 2024

Content accounting 2 log 0 10 Mar 2024

accounting 3log 0 9 Mar 2024
Peripherals
Advanced Applications

Current

Operations

Logs File Size (KB) Date

Proof of Play playerlog 1805 15 Mar 2024

Current uploaderlog 58 15 Mar 2024
Backup
Scheduled Upload

Backup

About
File Size (KB) Date

player. 1.log 30 15 Mar 2024

player.2log 157.8 14 Mar 2024

accounting.log

KypHan accounting.log cogepXut 3anucu BOCMNPOU3BEAEHHLIX Meaua anemeHToB. ®dopmart dhanna
NCNOMb3yeTCs CreayoLnii:

HamaBpems Cobbimue Pecypc Tun JnumensHocms

player.log

dann player.log cogepxuTt Bcto MHpopmaumo o pabote peHaepuHra Ha yCTpOMCTBE, B aHHOM XypHare Takke
COOepXnUTCa nonesHass MHAOpPMaUMs O CYeTYMKax MpPOU3BOAUTENBHOCTU YCTPOWCTBA, BKMOYas 3arpysky
npoueccopa v NpPonycku KagpoB. B gaHHOM XXypHane ncnonb3yeTcs criegyrowwmin opMaTt AaHHbIX:

00-MM-2222 Y4:MM.CC YPOBEHb XXypHarnuposaHusi — UH¢hopmayusi

uploader.log

[aHHbI XXypHan coaepXxut nHdopmauumio o 3arpyskax no pacnucanHuio, Pull mode n RPC, T.e. nogpo6bHoMn
3arpyske NnpoeKTOB Ha YCTPOWCTBO U 3arpyske XypHaroB Ha yaaneHHbIA cepsep.

Bo3MOXxHble OLLIMOKM:

e [laHHas owmnbKka xapakTepHa Ans cepBepa, oTBevatollero Ha 3anpoc no WebDAV PROPFIND HTMP
CTpaHuLEen BMECTO (hakTUYECKMX OaHHbIX. OTO MPOUCXOAUT €CNv CepBep Neperpy>keH u Bo3BpallaeT
HTML cTpaHuuy ¢ npegynpexageHnem. dopmar 3anncu creayoLmi:
®alin Cmpoka X Konoxka XX ‘ Opening and ending tag mismatch: META line X and head’ (Domain 1
Code 76)

e [lpn ucnonb3oBaHWM yganeHHoro davna kaneHgaps (.ics) ona ynpasneHusa pexumom Pull Mode
BO3HMKaeT owwunbka, ecnn faHHbln ¢ann He MOoXeT ObiTb MONydeH Kn3-3a NPOKCUM cepsepa Wnu
yaaneHHoro cepeepa, B TaKOM Cryvae B XXypHane nossuTcs crneaytoLas 3anmchb:

Bad request : ‘http://[path_to _ics_file]/[filename.ics]’ -> 403: Forbidden

5.11.2.4YctpaHeHune Henonagok (Troubleshooting)

raperca-crash.log
[aHHbIN XypHan nosiBNsieTcs B Crydae, €Cnu YCTPOMCTBO nNepesarpyxaeTcss B CBA3M C npobnemamu,
CBAI3aHHBLIMU C BOCMPOM3BEAEHUE KOHTEHTA.

uploader-crash.log
[aHHbIV )XypHan NosiBMsieTCA B Cryyae, eCrnv BO3HWKaET Nnpobrema C n3BneyYeHmem KOHTeHTa.

Mpo6nembl ¢ namaTbo (Memory thrashing)
MpobneMbl C NamsATbIO MOryT BO3HMKAaTb, KOr4a BOCMPOM3BOAMMBINA KOHTEHT TpebyeT Bonble namaTtu, Yyem
AoctynHo. OBblMHO 3TO CBSA3aHO C 6OMbLIMM KONMUMYecTBOM 06bLEeKTOB (hannos) KoTopble Heobxogumo
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OOHOBPEMEHHO XpaHWUTb B MamsaTu. [Ons pelweHus gaHHow npobnemsl, HEOOX0AMMO ONTUMU3MPOBATL KOHTEHT
(MpoekTa) AN CHWKEHUS OQHOBPEMEHHO UCMOMb3yeMOoro Konnyectsa 06bLEKTOB, XOPOLLEN NPAKTUKON SBMSeTCA
CO3[aHMe KOHTEHTa C Mcnonb3oBaHneM jSignage/JavaScript, BMecTo ncnonb3oBaHus Elementi (kotopas npowe

B MCMOMb30BaHUK, HO YBENMYMBAET KONMYECTBO OTKPbITbIX OO HLEKTOB).
[aHHas owmnbka otobpaxkaeTcss 04HOBPEMEHHO B ABYX XypHanax info.log n warn.log B oopmarte:

0ama ERROR spx.player — thrashing detected {(...)
COAEPXUT HECKOMbKO 3anucen, coaepxalimx nHpopmauuio ¢ pasgenamu o malloc, meminfo, memory map u

3aKaH4ynBas:

Oama FATAL spx.player — detected memory thrashing, exiting player

ABTOD:

[Hara: 12.03.2024

Bepcus: 1.2

Cratyc: YTBepxaeHo

Megunanneep iQnetiX EMP-IIl DSOS™ by
SpinetiX
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6. BE3onAcHOCTb (SECURITY)

6.1 OnepaunoHHasa cuctema

BHumaHue! AnnapatHoe obecneyeHne YCTPOMCTBO paspaboTaHO SKCKM3MBHO Ans paboTtbl ¢ SpinetiX
Firmware n HMkakon He NOANMCaHHbIN KoL HE MOXET ObITb 3anyLLeH Ha JaHHOM YyCTPONCTBE.

OnepauunoHHas cucteMa, BCTPOEHHas B MPOLUMBKY YCTPOMCTBA, paboTaeT Ha 6a3e siapa Linux ¢ oTAenbHbIMK
aganTauusMm u ucnpaeneHMsammn 6e3onacHOCTU, NOArOTOBIIEHHBIMU CrieumanbHO AN yCTpoicTB SpinetiX.
B ycTporicTBax ¢ Bepcuert npoumeku 4.x 3a ocHoBy ncnonssyetcs Wind River Linux 6.

BcTpoeHHast npolumBka ynpaBnseT paboToi ycTpoiicTBa M obecneyvMBaeT HU3KOYPOBHEBLIA KOHTPOSb,
MOHUTOPUHI 1 0B6paboTKy AaHHbIX. Bce Bepcum npowmsky nognucaHbl SpinetiX — nobas npowmBka, He
noctaensemas SpinetiX, He OygeT ycTaHaBnMBaTbCs Ha YCTPOWCTBO SpinetiX, T.K. nognucu He OyayT
MOEHTUYHBI. DTO 0GecneunmBaeT NOMHYH 3aLUMTY OT BPEAOHOCHOIO KOAa M Ype3BblYaiHO BbICOKYIO HAAEXHOCTb.

BcTpoeHHasi onepaunoHHasi cuctema He MOXET U3MeHeHa HUKakum obpasoMm, a Takke HeBO3MOXHa yYCTaHOBKa
Opyron onepaunuoHHON CUCTEMBI.

Huvkakve gpanBepa u NpUoXeHUss He MoryT ObiTb YCTAHOBMEHbLI HA YCTPOWUCTBO, B TOM YuChe AgpaiBepa 4ns
USB WiFi agantepoB, ceHCOpHbIX 3kpaHOB M Apyrux USB ycTpoWCTB, ond obecneyeHus MHTepakTUBHOCTU
BO3MOXHO Mcnonb3oBaHune Tonbko HID ycTponcTs.

6.2 CeTteBble Bo3aMmoxHocTn (Network)

BHumaHue! YctporictBa SpinetiX Obinv paspaboTaHbl gns paboTbl B NOKanbHbIX CETHAX, MO3ITOMY He
pekoMeHayeTCa HanpsiMyto NogknoYaTe Ux K IHTEPHET, T.K. HET BCTPOEHHOro BpaHamayapa.

e [lns poctyna Kk BCTPOEHHOMY B YCTPOWCTBO BeO mHTepdency HeobXoaMMo MCMonb30BaTh HAOEXHbIE
naponu, KOTopble HacTpamBatoTcs Yepes LieHTp ynpaBneHus.

e PekomeHayeTcsa ucnonb3oatb 6e3onacHble nogknoveHus (HTTPS).

e lAcnonb3yemble ceTeBble MOPThbl yKa3aHbl B OTAEMNbHOM pasgerne, OCHOBHbIMKU noptamu sisnsitotcs TCP
80/443 (ana poctyna K LleHTpy ynpaenenus) n TCP 81/9802 gnsi nyGrimkauumn KOHTEHTa.

e PekomeHayeTcsa OTKMHOUNTE BO3MOXHOCTL MOAKMIOMEHUST K YCTPONCTBY MO HE3aLLMLLEHHBIM NPOTOKONaM.
HactpauBaetcs B pasgene Control Center (LleHTp ynpaenenus) -> Network (CeTb) -> Server Security
(BesonacHocTb cepBepa).

e YcTponcTBa nogaepxvsaloT Metoabl ayTeHTudumkauum basic, digest 1 NTLM gna nogknioyeHus K
BHELLHUM cepBepam.

e YcTponcTBa nogaepxumeatoT paboty no npotokony SNMP v2c (Tonbko Ha YTeHue), He co3gaBas SNMP
nosywek, 1 ucnonb3yss Net-SNMP 5.4 (c nonHbiM naketom wucnpaenenus). OJoctyn no SNMP no
YMOMYaHUIO OTKITHOYEH.

e CeteBon npotokon IEEE 802.1X He nogaepxuBaetca YcTponcTBamu. B kauecTBe ansrepHaTuBbl, 415
CO3[aHus 3alUMLLEHHON cpeabl, MOXHO WUCMOMb3oBaTb hunbTpauuio Ha MapuwpyTtusatope no MAC
agpecam nnn MAB (obxog ayteHTudukauumn no MAC).

e Bepcusa OpenSSL, ucnonbsyemasi Ha yCTpOMCTBE He nogBepraeTcs atakam tuna Heartbleed bug.

6.2.1 TlpepynpexaeHnsa o 6esonacHoOCTn

MpoaykTbl ANA CkaHWpoBaHMA Ge30MacHOCTW, TakkKe W3BECTHble KakK NpoayKTbl ANs OLUEHKU YS3BUMOCTEWN
(hanpumep, Nessus), MoOryT BbldaBaTb pasnuuHble npegynpexaeHus 6esonacHOCTN, CBA3aHHble C
ycTponctBamn SpinetiX — Hanpumep, MoryT BblgaBaTb pasnuuHble CVE, Bnusiowme Ha Bepcuio Apache,
NCnonb3yemyto yCTPoONcTBOM. HO Mcnonb3oBaHne Tonbko Homepa Bepcun httpd ana npoepok 6e3onacHocTn
MOXET BBOAMTb B 3abnyxgeHwe, T.K. B YCTpPOMCTBE ucnonb3yeTca BapuaHT Apache httpd ¢ mHOxecTBOM
ucnpaeneHun, n, akTU4eckn, peanmsoBaH U UCMNOMNb3YeTCA TOMbKO OrpaHMYeHHbIn Habop Mogynen, No3Tomy
BONbLUMHCTBO 3TUX NpeaynpexaeHnin He akTyarnbHbl. B cnydyae comHeHuin obpalantech K HaMm.

AsTop: Hata: 12.03.2024 Megawnanneep iQnetiX EMP-IIl DSOS™ by CrtpaHuua: 51
SpinetiX

Bepcus: 1.2 Cratyc: YTBepxaeHo CTpaHuu; 56
MacnopTt




Macnopt: Megnanneep iQnetiX EMP-IIl DSOS™ by SpinetiX

Mpy wncnonb3oBaHWMKM MOCMNEAHeNn BepcuMu MPOLUMBKU YCTPOWCTBA 3TWU MPEeaynpexaeHus obbl4HO SBMSOTCS
NOXHbIMW cpabaTbiBaHWAMK, He BNUALWMMU Ha GesonacHoCTb. KoHeuyHo, HeoBXoaMMo credoBaTh Myydllvm
npakTuKaM, TakMM KaK UCMonb3oBaHWe HafexXHbIX naponei n obecnedeHne nx 6e3onacHoCTy.

6.2.1.1 Mogynn Apache

Ha BcTpoeHHOM B YyCTpPOWCTBO cepBepe Apache ucnonb3yloTcs TOMbKO Ccrneaywolmne Mogynu: core.c,
mod_authn_file.c, mod_authn_core.c, mod_authz_host.c, mod_authz_groupfile.c, mod_authz_user.c,
mod_authz_core.c, mod_access_compat.c, mod_auth_basic.c, mod_auth_digest.c, mod_socache_shmcb.c,
mod_so.c, http_core.c, mod_mime.c, mod_log_config.c, mod_env.c, mod_expires.c, mod_headers.c,
mod_setenvif.c, mod_ssl.c, prefork.c, mod_unixd.c, mod_dav.c, mod_autoindex.c, mod_cgi.c, mod_dav_fs.c,
mod_negotiation.c, mod_dir.c, mod_actions.c, mod_alias.c, mod_rewrite.c . [JononHUTenbHO, AMHaMUYeCcKu
MOXET noarpyxarbcs mogyrnb mod_fastcgi.

6.3 CVE (o6wume ya3BMMOCTU U BO3OEUCTBUSA)

BHumaHme! SpinetiX akTmBHO oTcnexuBaeT odwmumansbHbii cnncok CVE (cve.mitre.org) Ha Bce BO3MOXHblE
Yrpos3bl, KOTOpble MOTYT NOBMAMATL Ha ycTporcTea u 10, a npu Heo6xoAMMOCTM ONepPaTUBHO UX YCTPaHSET.

Y3HaTb 00 YCTpaHEHHbIX YsI3BUMOCTAX MOXHO B OMUCAHWUAX BEpCUIA MPOLUMBOK MO criedylowemy agpecy:
https://support.spinetix.com/wiki/Firmware_release_notes_4.x

6.3.1 JloxHble cpabaTbiBaHUsA

Hwxe npmBegeHbl HECKOINBKO MPMMEPOB JTOXHbIX cpabaTtbiBaHui (B opmate “Cepuc(lopr)):

e hosts2-ns(81/tpc): WebDAV. Cepsuc WebDAV poctyneH yctponctee (nopt 81) gnsi BO3MOXHOCTU
nomny4yeHnst KoHTeHTa. OH He MOXET ObITb OTKIOYEH, T.K. SIBASIETCS OOHUM U3 OCHOBHbIX CEPBUCOB, TEM
He MeHee [AOCTYNM K AaHHOMY CEepBUCY MOXHO 3aliMTUTb, YCTAHOBMB Maponb Ans MNonb3oBaTens
KOHTEHTa (KOHEeYHO, Maporb TpebyeTcs yCTaHOBUTL OO 3anycka TecToB no 6esonacHoctu). OCHOBHON
nHtepdenc ycrponcrtea (nopt 80) He MOXeET ObITb HandeH NN MoanULMPOBAH C UCNOMb3OBaAHNEM
WebDAV, 3a wucknioyeHvem pasgena /content, B KOTOpOM OTOBpa)kaeTCA KOHTEHT, 3arpyXeHHbln Ha
YCTPOWCTBO (HO OH Takxke BKMoYaeT B cebs HacTporiku 6esonacHocTu). KOHEYHO, aaMUHUCTPaTUBHbIN
OOCTYN Takke A0mKeH ObITb 3aLUuLLEH.

e Mdns (5353/udp): ZeroConf/bonjour. MNpotokon MDNS npegHasHayeH Ans BO3MOXHOCTUN OBHapyxXeHus
YCTPOWCTBa B CETW; CepBUCHI, NepedncneHHble Yepe3 MDNS He nepefaloT NoTeHUManbHO OMACHYHO
nHopmaumo. [JoNormHUTENBHO, 3TOT CEPBUC BO3MOXHO OTKITHOYMTb HA YCTPOMCTBE.

6.4 HeunsmeHHOCTb

YCTpoNCTBa MCMONb3YHT HECKOMNbKO MOCHeaO0BaTENbHbIX, 3MEKTPUYECKM CTUPAEMbIX W NPOrpaMMupyembix
KOMMOHEHTOB 3HeproHesasucumon namatn (EEPROM u cnew-namaTe), KoTopble UCMOMb3YTCA AN XpaHEHWS
NPOM3BOACTBEHHON MAEHTUUKALMN YCTPOWCTBA, WMHGOPMauUMM O KOHMrypupoBaHunm obopydoBaHusA W
Morb30BaTENbLCKOrO KOHTEHTA.

e [lamare EEPROM HepocTynHa Anga 3anvcy MOmb30BaTeNsiMM M HE COAEPXKUT KOHMUOEHUManbHON
UHopmaumn.

e Onew-namaATb (BHYTPEHHEE XpaHWNWLLE) OOCTYMHa AN 3anucy Monb30BaTensMu, NO3TOMY MOXET
cofepxatb KoHuaeHUManbHy MHopMauuto.
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7. MoPThI

7.1 OnucaHwue

B KOMMNbIOTEPHbIX CETAX MOPT SABMSETCA KOHEYHOM TOYkoW cBA3W. PaboTta dwusmyeckmx u 6ecnpoBOgHbIX
CoeOUHEeHUIN 3aKkaHYMBaETCA Ha MopTax annapaTtHoro obecneyeHns. Ha nporpaMmHOM ypOBHE B OnepaLMoHHON
cucTeme nopTa ABMASETCA NOrMYEeCKON KOHCTPYKLUMEN, KoTopasa MAEHTUULMPYET KOHKPETHBIN NPOLECC Unn Tun
ceTteBou cnyx6bl. MporpaMmHbI NOPT Bceraa cBsi3aH ¢ IP xocTa 1 TMNnom npoTokona cBa3u.

[MopTbl ABNSAOTCA CEPBUCOM MYMLTUMNNEKCUPOBAHUSA ANS HECKOMbKNX CEPBUCOB UMM HECKOIbKMX CEaHCOB CBS3M
no ogHomy ceTeBoMy agpecy. KoHKpeTHble HOMepa MopTOB OObLIMHO 3ape3epBUPOBaHbI ANA MAEHTUUKALMM
onpefeneHHbIx cepBucoB. Hanbonee yacto ucnonb3ayemsiMu npotokonamu aenstcs TCP n UDP.

BpaHomayap MOXeT HaxoguTbCsl Ha Balleln paboyen MallvHe, Ha BalleM MapLupyTu3aTope unm ObiTb YacTbio
KopnopaTuBHOW ceTu. bpaHamayap KOHTponupyeT BXoaswmi u mcxogsawmn tpadduk. CeteBon bpaHamayap
00bI4HO ycTaHaBnuBaeT Gapbep Mexdy BHYTPEHHEW CEeTbl0 U HEHAAEeXHOW BHELUHEeW CeTbio (Hanpumep,
NHTepHeT).

7.2 Wcnonb3yemble NOPThbI

Tun MopT OnucaHue
Hoctyn no HTTP k BcTpoeHHOMY web cepBepy ycTponcTtBa (web uHTepdenc yctpomncTea,
TCP 80 RPC 1 1.4.)
Hoctyn no HTTPS k BcTpoeHHOMY web cepBepy ycTponcTBa (web uHTepdenc ycTponcrea,
TCP 443 RPC v .0.)
TCP 81 Ooctyn no WebDAV ana obHoBneHus koHTeHTa Ha yctponctee u3 N0 Elementi unu us gpyrmx
WCTOYHMKOB

TCP 9802 BawmwenHbin goctyn no WebDAV ans obHoBneHns koHTeHTa Ha yctponcTtee us N0 Elementi
U N3 Opyrmx UCTOYHMKOB

TCP 1234 Mo ymonuanuio 3akpbIT. Joctyn no TCP/HTTP k APl gns obmeHa nepemeHHbiMn. (MoxeT
ObITb NEepeHacTpoeH Ha ApPYyron nopr).

-IL-JCE:)E’ 5684 Mo ymonyaHuto 3aKpbIT. 3alLMLLEHHbIA 4OCTYN K 00LUM NepeMEHHbIM.

TCP, 161

UDP Mo ymonyaHuto 3akpbIT. MoHuTOpUHr no SNMP.

UDP 68 Banpoc IP appeca u ceteBbix napamerpoB no DHCP. OTtknioyaeTcs npu MCNOnb30BaHUM
cratudeckoro IP

UDP 123 CuHXpOHM3aumst BHyTpeHHero Bpemeru no NTP.

UDP 1900 O6HapyxeHue yctpoicts SSDP/UPNP. Bo3MOXHO OTKMIOYEHME DYHKLMOHAMBLHOCTU
OGHapyxxeHne yctponcte  Mynbtukact DNS  (Bonjour). Bo3moxHO — oTknoveHve
UDP 5353
bYHKLMOHANBHOCTH

BHumaHue! Bce BbilenepevmcneHHble CepBUCHl MOTYT ObITb OTKIOYEHbI U3 LieHTpa ynpaBneHus, a HEKOTopble
OTKIMtOYEeHbI Mo yMonyaHuio, ogHako nopT UDP 123 ocTtaeTcs OTKpbITbIM, Aaxe ecrnv He ucnonssyetca NTP.

7.3 bBbpaHgmayap

He TpebyeTca oTKpbITME MOPTOB K yCTpocTBaM Ha GpaHamayape Ans Bxoadllero Tpadduka, 3a UCKIYEHEM
cnyyaes, korga TpebyeTcs yaaneHHblii JOCTYN K YyCTPOWCTBY.

Cnep,y}ou.wle CTaHOapTHble NOpTbl OOJKHbI ObITb OTKPbITbl AnA uncxogduiero Tpacbd)lea oT yCTpOVICTBa K
BHELUHUM cepBucam:

Tun MopT OnucaHue
Ooctyn no HTTP k BcTpoeHHOMY web cepBepy ycTponcTtBa (web uHTepdenc ycTpomncTea,
TCP 80
RPCwnTa.)
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TCP 443 Ooctyn no HTTPS k BCcTpoeHHOMY web cepBepy ycTponcTBa (web umHTepdenc ycTponcrea,

RPCwnTa.)
UDP 123 CuHXpoHU3aLmsa BHyTpeHHero BpemeHn no NTP.
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8.

YCTPAHEHME HENONALOK

Pasgen cogepXWUT HECKONbKO KOHTPOIbHBIX CMUCKOB [OEWCTBMIA, KOTOpble HEeoGXOAMMO BbIMOMHUTL AnNS
yCTpaHeHus Hernonaaok yCTponcTaa.

8.1

o~

B N

©CoNO

HeT nsobpaxeHusa Ha aKkpaHe

[MpoBepbTe, YTO SKPaH BKITOYEH M BblIbpaH NpaBUIbHbIN MCTOYHUK CUrHanNa.

Mepesarpy3nTe yCTPOWCTBO U NPOBEPLTE, UTO OTOOpakaeTcs 3acTaBka YCTPOMCTBA.

JoxaonTtecb 3arpy3kum yCTponCTBa M ybeguTechb, YTO OHO paboTaeT KOPPEKTHO (CMCTEMHbLIN CBETOAMNOA
MUraeT 3ereHbIM, CBETOAMOA NMUTaHWs CBETUTCHA 3eneHbiM). Ecnn nobon M3 cBeToaModoB CBETUTCHA
KpacHbIM obpaTtuTecs K pasgeny «/Havkaumsa cBeToanoaoBsy.

Y6eauTech, YTO €CTb KOHTEHT A5t OTOOpaXXeHMs1 U He BKITOYEHO aHeprocbepexeHne akpaHa.
MpoBepbTe paboTy ¢ Ucnonb3oBaHue Apyroro Bugeokabens.

lMpoBepbTe paboTy C OpYrMM 3KpaHOM, XXenaTenbHO ApYroro NpovM3BOaUTENS.

HeB0O3MOXHO NOAKNIOYUTBLCA K YCTPOUCTBY

MpoBepbTe, YTO YCTPOMCTBO paboTaeT KOPPEKTHO (CUCTEMHBIN CBETOANOA MUTaeT 3eNeHbIM, CBETOAMOS
NUTaHWS CBETUTCS 3EMEHbIM).
MpoBepbTe YTO CeTEBOW kabenb NOAKMOYEH NPaBUSIBHO C 060MX CTOPOH
a. Ecnu wncnonb3syetca oguH unm Goree komMMyTaTopoB, ybeauTecb, YTO COOTBETCTBYHOLUME
CBETOAMOAbI MUraKoT, NMOKa3biBasi CETEBYIO aKTUBHOCTb;
b. Ecnn yctponctBo nogkntoyeHo Hanpsimyto k K, u oH He nogoepxuBaeT rurabutHoe
coeguHeHue, To ybeanTech, YTO UCNOMb3yeTe KPOCCOBEPHbIN Kabensb.
[MpoBepbTe aKTUBHOCTb CETEBbIX CBETOAMOAOB Ha YCTPOWCTBE, Kak MWHUMYM MpaBbll XernTbin
CBETOAMO[, OOIMKEH NOKa3blBaTb aKTUBHOCTb.
[MpoBepbTe, YTO MpaBUNbLHO BBENW agpec ycTponctea B Gpaysepe — ObICTPO HaXMuUTE U OTNyCTUTE
CVHIOIO KHOMKY ANs oToOpaXKeHNsa KOPPEKTHOro agpeca Ha aKpaHe.
MpoBepbTe, 4TO B Bpaysepe He yCTaHOBMEHO NCMONb30BaHME NPOKCK cepBepa, OnoKMpyoLero 4ocTyn.
lMpoBepbTe ceTeBble HAacTporku Ha K, ¢ KOTOPOro Bbl NbITaeTECh NOAKNIOYUTLCS K YCTPOMCTBY.
a. Baw MK moxerT otobpaxaTb OrpaHMYEeHHOE CETEBOE COEOUHEHME — 3TO He MoMeLlaeT
NOAKMIYNTLCH K YCTPOUCTBY;
b. Ecnu yctponcTteo ncnonb3yet aBTokoHurypauumio IP B avanasoHe 169.254.%.%, To Heobxoanmo
BPY4YHYLO HasHaunTb IP Ha Bawem K 13 atoro e ananasoHa.
MpoBepbTe paboTy ¢ gopyrum kabenem.

YCTpPOMCTBO He 3anycKaeTcs

OTkntounTe BCe Kabenu OT yCTPonCTBa.

MoakniounTte kabenb NUTaHUS.

MNpoBepbTe CcBETOAMOAbLI YCTPOWCTBA HA KaKyo-NMB0 akKTUBHOCTb.

Ecnun HeT akTMBHOCTEW cBeTOAMOOOB, NonpobyrTe apyron 6nok nutaHns. BHUMaHwue: He ncnonbsynte
CTOPOHHME BroKN NUTaHus.

MpoBepesTe, UTo cncTeMHbIN (SYS) cBeToaMoa MUraeT 3ereHbIM.

MpoBepsTe kabenb K 3KpaHy.

MpoBepbTe ceTeBon kabenb.

WNcnonb3ynte ronybyto KHOMKY Ha YCTPOMCTBE Ans cbpoca ycTponcTBa K 3aBOACKMM HACTPOMKaM.
Wcnonbsynte ronybylo KHOMKy Ha YCTPOWCTBE ANA 3amycka pexuma BOCCTAaHOBMEHUS M cbpockTe
NPOLUMBKY YCTPONCTBA.

Ecnu gaHHble gencTems He Nnomornu, To obpatutech K MIHTerpaTopy unu B cnyxby nogaepxkn SpinetiX.
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9. [ononHUTENBHASI UHOOPMALIUS

Bonee petanbHy MHpopmaumo no paboTe ¢ ycTporicTtBamu SpinetiX MOXHO NoNyyYnTb y MHTErpaTopa unm B

odmumansHon wiki BeHgopa no agpecy: https://support.spinetix.com/wiki/Main_Page
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